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TCO Certitied — driving sustainable

development in IT products

Established in 1992, TCO Certified is a global sustainability certification for IT products. The
organization behind TCO Certified is TCO Development. Certificates are valid worldwide and
can be used as proof in all countries, without the need for local adaptation. TCO Certified is
available with both general and product-specific criteria for several product categories:
displays, notebooks, tablets, smartphones, desktops, all-in-one PCs, projectors, headsets,
servers, network equipment and data storage. TCO Certified is also available with only the

general criteria for any IT product after consultation with TCO Development.

Comprehensive criteria with a life cycle perspective

Certified products must meet comprehensive environmental and social criteria throughout the
life cycle. The criteria are science-based and developed in an open process with TCO
Development's international network of stakeholders, which includes users, buyers, industry,
NGOs, researchers and subject matter experts. To address the most pressing sustainability
challenges and stay current with the latest technology developments, a new generation of
TCO Certified is released every three years.

A third-party certification; independently verified

TCO Certified is a third-party certification, independent of the IT industry and buyers. It meets
the requirements in ISO 14024 Ecolabel Type 1 and has been approved by the Global
Ecolabelling Network as part of the GENICES peer review process. Independent verification
organizations, accredited to ISO 17025, verify that products conform with all criteria in TCO
Certified. Verification is done both before and after certification, throughout the full validity
period of the certificates.

How to apply for certification

At tcocertified.com, you'll find a guide that explains the certification process and lists what
you need to do to apply for certification of your products. Compliance with all criteria in TCO
Certified is independently verified. It generally takes three to five weeks to receive the
certificate, once all documents and the product sample are delivered to the verification

organization.
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Need help?

Need help getting started? Or, would you like us to explain the certification process in more
detail? Our certification team is always here to help. Email us on
certification@tcodevelopment.com. Our approved, independent verifiers around the world are
also at your disposal, and are able to explain the criteria and certification process in your local

language. Contact details are available at tcocertified.com.
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About this document

This is TCO Certified, generation 10, for data storage products, released in XXX 2024. A data
storage product is defined as a storage system that supplies data storage services to clients
and devices. The data storage product can be attached directly or through a network.
Components and subsystems that are a necessary part of the product to enable functionality
such as power supplies, external cables, system controllers and network interface controllers
are considered to be a part of the data storage product.

In contrast, components that are normally associated with a storage environment at the data
center level (e.g., devices required for the operation of an external storage area network) are
not considered to be part of the data storage product. A data storage product may be
composed of integrated storage controllers, storage devices, embedded network elements,
software, and other devices.

The criteria include:

Mandate: A description of the requirements that needs to be fulfilled, and how conformity is
verified. Forms and signatures for application are available in chapter 11 of this document.
Definitions: Explanations of important terms relevant to the criterion.

References: References to sources, presented in chapter 10.

Clarifications: Further details and explanations of the mandate.

Compliance with criteria is independently verified
Compliance with the criteria is verified by verification organizations (verifiers) independent of
both the certification body (TCO Development), the applicant and the brand owner. Each
criterion includes a description of the proof that must be submitted to the verifier, and to TCO
Development together with the application form. This may be a test report or a verification
report:
1. Atestreport presents the results from tests conducted by a test facility accredited to
ISO 17025, and is issued by that same facility.
2. A verification report is issued by a verifier approved by TCO Development and includes
a summary and a result (pass or fail) based on either:
e atestreportissued by the same test facility,

e atestreportissued by a different test facility, or
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e certificates or other proof from the company or brand owner applying for the

certificate.

Editions of TCO Certified

When we publish a new generation of TCO Certified, our ambition is always to maintain
criteria levels until the next generation of TCO Certified is launched, which typically happens
after three years. Several editions of the criteria document may be released, but will be
considered only as updates within the ninth generation, with improved precision of the
mandates, test methods and clarifications. To ensure that all currently certified products
comply with the new edition of the criteria document, the criteria levels are never raised

within a generation.
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1 Product and sustainability

information

e The IT industry is complex and finding reliable data about products and manufacturing
conditions can be a challenge.

e The lack of verified product claims can lead to unfair competition between brands as
well as greenwash.

e Accurate and comparable information helps both brands and purchasers make
informed decisions and measure their sustainability progress.

Transparency improves decision-making

To drive sustainable development in the complex IT industry, accurate and comparable
information about products and manufacturing conditions is needed. Transparency around
this type of data also helps purchasing organizations make more informed product choices,
and measure and report the true sustainability impact of the certified models they actually
buy. Another positive effect of giving purchasers and industry access to verified product
claims is that it helps IT brands compare their sustainability performance with peers, and
reduces the risk of unfair competition and greenwash.

Our-approach:-Providing access to independently verified sustainability data

To increase transparency around certified products, Sustatrabitity-Performance-thdicators
{SPisy-areineladeddata is collected in TCO Certified. SPis+rakeThis data makes it possible to
identify-thoseprotucts-thatare-bestin-elassfrorma-measure and report on the sustainability
perspective-and-exceedtherequirementsimpact of F60-Certified-using IT products. To ensure

accurate reporting, gathered data is verified by independent experts. In those cases where

collected data may be published in a non-anonymous format towards purchasers or other

stakeholders, this is explicitly written in the criterion mandate under the headline “The

following is submitted to TCO Development and may be published”.

Criteria in chapter 1 focus on:

e |Improving product identification of certified product models.

e Helping end users find information on TCO Certified, and what the certification
includes.
e Making sure that the product specification of certified products is correct.
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1.1 Information to end users

Background
End users must clearly be able to identify which products are certified and what sustainability

features the product fulfills.

Applicability

All product categories.

References
The license agreement between TCO Development and the applicant/brand owner.

1.1.1 Mandate

a. Theinformation document for end users must be written in English or in the
local language of the country where the product is to be sold. It must
accompany the product in at least one of the following ways:

1. As a separate digital document found together with the product in the
packaging.

2. Included in a digital user manual.

3. As a separate digital document that is hosted on the brand owner's
website. In this case a direct link to the document must be included in the
digital user manual mentioned above.

4. As alink to the digital document. on the product page that is redirected to
when scanning the data carrier as specified in criterion 7.3 Unique

proauct identifier.

b. The product and its retail packaging must be labeled with the TCO Certified logo.

See clarifications for details.
c. “TCO Certified” must be mentioned on the brand owner's website(s) where the
specific certified product is marketed and or sold.
Submit the following to an approved verifier:

A completed and signed product form (chapter 11.3).

Submit the following together with the application to TCO Development:

A copy of the verification report(s) from a verifier approved by TCO Development.
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1.1.2 Clarification

Products that are designed to be installed in a rack (supporting framework to hold hardware
modules, typically servers, data storage products and networking equipment) are excluded
from “1.1.1 b - labeling of the product and packaging”.

1.1.1 A - information document for end users

No editorial changes to the information document for end users are accepted without consent
from TCO Development. The information document for end users is available at
tcocertified.com.

If the applicant is separate from the brand owner, the applicant must ensure that the brand
owner agrees to fulfill their part of this requirement.

If the information document to end users is included as a link or page in the digital user
manual, it must be found in a separate chapter with the headlined “TCO Certified” that is
visible in the table of contents.

1.1.1 B - labeling of the product and packaging

The TCO Certified logo must be displayed in one of the following ways:

Alternative A

On a permanent or temporary label. Temporary labels must be affixed to the product with an
adhesive or cling-type application. The packaging material that is supposed to be removed in
order to get the full functionality of a product (such as a screen protector) is defined as
packaging material and not the product in this mandate and thus may not be the place for the
product logo.

a. Thelogo must be visible on the top or front of the product. (The front of the
product is defined as the surface seen when viewing the product from the front
and may include the stand. The top is defined as the surface that is seen from
the top and the back is the surface that is seen from the back.)

b. The minimum size of the logo is 1T6mm in width and 10mm in height.

c. Ifthelogo is to be placed alongside other logos or graphic elements, a
minimum of 2,5mm padding must be used on all sides of the TCO Certified
logo.

Exception

If the top and front of the product don't have a contiguous and coplanar area
(area used for display or touch input are excluded) which is at least 16mm in
width or T0mm in height, then the logo may be placed on the back side of the
product.
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or

Alternative B

Via electronic labeling displayed on the screen or digital product picture in one of the below

ways:

a. During the startup of the product:

C.

The logo must cover at least 1% of the screen. The logo must be legible and be
in color, black, or white; must appear at system start-up, and must be displayed
for a minimum of 0,5 seconds.
Via a shortcut on the desktop screen of the product. The shortcut must be in
the form of the TCO Certified logo in color and clicking it should link to “the
information document for end users” available at tcocertified.com.

"

If the product pieture-does not have a electronic display and do not have a

continuous coplanar area (area used for display or touch input are excluded)

which is at least 16mm in width or T0mm in height and without other logos or

markings:
The F60-CertifiegHogo-isfollowing must be shown on the firstpage that is
redirected to when scanning the data carrier as specified in criterion 7.3 Unigue

product pietare-where/dentifier without further clicks (scrolling is accepted)
e __Full name of certification, including generation
e Certificate number of the productisrrarketed-onthe-brand-ewners

which-is-the-documentrequired-undermandate-+-poinrt-t-product

page in TCO Certified Product finder

e Animage of the TCO Certified logo

TCO Development will consider alternative proposals for electronic labeling on a case-by-case

basis.

The retail packaging of the product must be labeled with the TCO Certified logo:

a. The minimum size of the logo must be 16mm in width and 10mm in height.
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b. If the logo is to be placed alongside other logos or graphic elements, a
minimum of 2,5mm padding must be used on all sides of the TCO Certified
logo.

The certificate owner and brand owner must also conform with all the other logo rules on
color, design, marketing, etc., that are specified in the TCO Certified license agreement
appendix 2. The following two paragraphs (§2.2 and §2.5 in appendix 2 of the license
agreement) are replaced by the rules listed above if a conflict occurs.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
15(136)



1.1.1 C - Mention of TCO Certified on the brand owner website

e Theinclusion of “TCO Certified” only needs to be represented as TEXT -i.e. alinkto a
specific page is not necessary.

e Instead of mentioning “TCO Certified” directly on the brand owners website(s), the
brand owner can fulfill this requirement by including “TCO Certified" as TEXT in a
product specific PDF file if it is accessible from the brand owner's website(s) where
the specific certified product is marketed and or sold.

To fulfill this mandate the brand owner must submit a description on where and how the
inclusion of “TCO Certified" as TEXT can be found for certified products. The description must
include a general example of where the TEXT “TCO Certified” will be represented. The
description must be submitted to the verification organization. If the location where TCO
Certified will be mentioned as TEXT is changed, a new description must be submitted.
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1.2 Product specification

Background

It is important to ensure that each product to be certified is described accurately in the test
report and certificate. Therefore, a physical sample of each product to be certified must be
sent to an approved verifier, that examines it carefully to ensure that product marking and
physical aspects conform with the reported information from the applicant or brand owner.
Product weight is an indication of the amount of potential e-waste at end-of-life. By

decreasing the product weight, e-waste can be reduced.

Definition

The marking label is a label with the product’s electrical rating (voltage, frequency, current),
the manufacturer’'s name, trademark or identification mark, and the manufacturer’'s model or
type reference according to IEC 62368-1 clause 4.1.15.

Applicability

All product categories.

References
1.1.

1.2.1 Mandate
- D . - ; .

e A marking label must be provided for the product.
e The total weight of the heaviest product configuration including the power supply and

cables (without packaging) in kg must be reported.

Submit the following to an approved verifier:
e A copy of the marking label, for the product and all external power supplies.

e A product specification of the heaviest configuration.

e A completed and signed product form (chapter 11.3).

Submit-The following togetherwith-the-applicationis submitted to TCO
Development:

e A copy of the verification report(s) from a verifier approved by TCO Development.
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The following is submitted to TCO Development and may be published:

e The total weight of the wersteaseheaviest product configuration ard-theincluding

power supply and cables (without packaging) in kg-rust-be-repoertedinFSO-Certified
Pertat.
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1.2.2 Clarification

The template must be completed with the requested information about the product. A type
key that includes an asterisk (*) for unidentified characters, if any, in the model name and for
other identification names must be submitted to the verifier. Only two * may be used in the

model type key and each * must include two or more options.

Worst case configuration

There might be several configurations of a product covered by the same certificate. It is
necessary that the verification of compliance cover all these configurations. Therefore, the
independent verifier must determine the most likely worst-case configuration for compliance
with each criterion in TCO Certified. This configuration ismust be specified in the test reports

under each criterion—ttis-consideredthatalt-otherconfigurationscoveredby-the-certificate
witlpassTCO-eertified-astongasthe where worst case configuration pass-is used.

worst-case conflguratlon AEaV

packaging-mustbereported-by-themust be available for purchase. It must be defined through

a unigue brand owner-
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1.3 Unique product identifier

Background

The criteria ensure that certified products are labeled with a data carrier connected to a
unique product identifier. This facilitates circular value chains, enabling efficient and reliable
identification of more sustainable products in the marketplace and preparing the product for

upcoming EU directives on digital product passports.

Applicability

All product categories.

Definitions

GTIN: Global Trade Item Number

Unique product identifier: A unique string of characters for the identification of products that
also enables a web link to the digital product passport.

Digital product passport: a set of data specific to a product accessible via electronic means
through a data carrier.

Data carrier: a two-dimensional symbol or other automatic identification data capture
medium that can be read by a device.

Serial number: Any alphanumeric string that functions as a persistent and unique identifier

for an individual item.

1.43.1 Mandate

Part 1:
The certified product must have a Data carrier containing a Unigue product identifier

eompatible-with-theAs specified in GS1 digital link standard or equivalent.

Part 2:
When the data carrier is scanned by a device, it must redirect to a website displaying unit-

specific websiteproduct information.

Submit the following to an approved verifier:

e Physical Sample of product equipped with data carrier. Or documentation showing

that the product will be marked in the same way as a previously assessed and

approved product.

e Sample URL (as encoded in the data carrier)

e Sample URL for the website displaying unit-specific product information.
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e GTINs assigned for the product, using the UPI template

e A completed and signed product form (chapter 11.3).

Submit- The following tegether-with-the-applieationis submitted to TCO

Development:
e A copy of the verification report(s) from a verifier approved by TCO Development.

The following is submitted to TCO Development and may be published:
e The GTINs assigned with the product, either by range or specific id’s.

1.43.2 Clarification

Note:The first time a brand applies for a TCO Certified Generation 10 certificate, A period of
12 months te-fulfiltpart2-of the-mandate-is-avaltablemay be granted to implement

functionality so that the scanning of the data carrier leads to a unit-specific website.

Unigue product identifier specifications
The Unigue Product Identity must be encoded into the data carrier according to GS1 digital

link URI syntax standard. The minimum required information to include is:
1. Global Trade Identification Number(GTIN) as provided for in standard ISO/IEC 15459-6
2. Product serial number

Example URL: https://id.brand.com/01/09506001343376/21/4EEE2F4654CA424

Description of example URL: https://subdomain.domain_name.com/gtin/serialnumber
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Domain name GTIN Serial number

SR r \ r \
https://id.brand.com/01/09506001343376/21/4EEE2F4654CA424
J - o
Subdomain GS1 Application Identifiers

See Section 5 in GS7 Digital Link Standard: URI Syntax for more Examples of GS1 Digital Link
URIs. It is recommended, but not mandatory, to use the best practices guide from GST
GS7 Digital Link: Best practices for creating yvour QR Code powered by GS7

Data carrier specifications

Accepted types of data carriers:

Qr-code or data matrix

To ensure data carrier guality, the following standards must be followed:
If data carrier is a QR-code: ISO/IEC 18004:2015
If data carrier is a data matrix: ISO/IEC 16022:2006

Placement of data carrier on the product

A. The data carrier must be placed on the outer casing or on the marking plate.

B. The data carrier must be placed on a flat surface on the product..

C. The data carrier must be accessible without using tools.

D. The brand owner submits documentation or a sample that shows how the product will
be marked with the data carrier to an approved verifier.

GR-codesmustbe-based-ontSOAEC 1306842015
DPata-matrix-mustbe basedontSOAEC160622:2606Products made up of multiple

detachable parts:

The data carrier should be attached to at least one of the parts.

Data carrier on product packaging.

It is not required to label the product packaging with an additional copy of the data carrier with
the unique product identifier, but it is allowed.
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Data carrier Size
Use Section 5.12.3 GST symbol specification in GS1 General Specifications as a guide to
select an appropriate label size to encode the Digital link URL domain name and product serial

number.

Subdomain GS1 Application Identifiers
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2 Socially responsible manufacturing

e Poor working conditions are common throughout the IT product supply chain.

e Child labor, forced labor, excessive overtime and hazardous substances are a risk to
workers’ health and lives.

e Todrive social responsibility, a structured system for continuous improvements is

needed, along with strict monitoring to ensure problems are resolved.

Social risk is present throughout the supply chain

Much of IT product manufacturing is carried out in low-wage countries where the labor
market lacks clear regulation, and the protection of workers is insufficient. Poor working
conditions occur throughout the supply chain. Sustainability risks include child labor, forced
labor, and hazardous chemicals used in manufacturing. Excessive overtime leaves a worker
with little to no time over for rest, recreation, family or further education. The mineral industry
is connected to armed conflicts and human rights abuses, severe health problems for
workers, and environmental degradation. As in many industries, the risk of bribery is also
present. This must be counteracted as it hinders development, erodes justice, undermines
human rights and interferes with the fair and efficient operation of markets.

Our approach: driving worker safety, human rights and closing non-conformities
Driving social responsibility throughout the complex IT product supply chain requires a clear
and systematic approach. TCO Certified includes a framework that encourages proactive
work and helps brand owners structure their work with sustainability. Corrective action plans
must be developed and implemented within a set timeframe. To drive change where it's

needed the most, monitoring of high-risk factories is intensified.

Criteria in chapter 2 focus on:

e Ensuring safer working conditions by requiring that the code of conduct is
implemented throughout the supply chain.

e (Guiding the industry to more sustainable practices with a structured system for
continuous improvement.

e Requiring transparency about which suppliers are being used to increase
accountability.

e Taking the next step in combating corruption in the supply chain by requiring
compliance with the more ambitious anti-bribery standard ISO 37001.

e Continuing independent verification of due diligence all the way to the source of the
minerals, to ensure that minerals are sourced responsibly.
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e Requiring that all cleaning process chemicals are assessed by an independent
toxicologist and benchmarked as a safer alternative before being used in the
manufacture of certified products. The same principle applies also to flame retardants

and plasticizers, covered in chapter 7.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
30 (136)



Definitions-Chapter2

3TG: tin, tungsten, tantalum, gold.

Anti-bribery management system: A system designed to help organizations stittinstil an
anti-bribery culture and implement appropriate controls to detect and address bribery.

Brand owner: The company or organization owning or controlling the brand name of the
product.

Bribery: Giving or receiving an unearned reward to influence someone's behavior.

Business licence: A business licence covers an independent work unit, which means it has its
own separatedseparate production areas, operation and management system, including but
not limited to recruitment, working hours system, wage and benefit system, factory rules, etc.
and all employees that under contract are dedicated to that factory.

Cleaning solvents: Chemicals and chemical mixtures used to remove contaminants,
unwanted materials, and/or manufacture process residues (e.g. lubricants, adhesives, solder
flux residues, plastic residue, and mold releases). Examples of process chemicals used for
cleaning include: solvents, aqueous detergent solutions, stencil/ink removers, adhesive
removers, solvent vapor degreaser solutions, ultrasonic parts cleaner solutions, photo-resist
strippers, and solder-defluxing solutions.

Conflict-affected and high-risk areas: Areas in a state of armed conflict, fragile post-conflict
areas, as-wetlasand areas witnessing weak or non-existing governance and security, such as
failed states. In these areas, there are often widespread and systematic violations of
international law, including human rights abuses.

Corrective action plan (CAP): A list of actions thatthe brand owner is responsible for
implementing within a set timeframe; to address a specific problem.

Corruption: Gaining an advantage through illegitimate means. Bribery, abuse of power,
extortion, fraud, deception, collusion, cartels, embezzlement and money laundering are all
forms of corruption.

CPA: Clean Production Action. Developers of GreenScreen® for Safer Chemicals.

Final assembly factory: A final assembly factory is where the final assembly of the certified
product istekingtakes place and is defined as the whole operation covered by a business
license.

If the final assembly of the product is divided over more than one factory, all are considered
final assembly factories.

Licenced GreenScreen Profilers: Toxicology firms licensed by CPA to provide GreenScreen
assessment services for a fee to clients.

Next-tier-major suppliers: Suppliers to the final assembly factory of parts and packing
materials for the certified product.-Majorsuppliers-are-determined-by-the-auditee
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Process chemical inventory: A record kept-by-the factory keeps showing the process

chemicals used t#theto manufacture ef-certified products.

Process chemicals: Chemicals (individual chemicals or mixtures) used during the
manufacture of a product and/or to earry-eut-maintenance-efmaintain related production
equipment. Process chemicals are not intentionally fully incorporated into the product.

Cleaning agents, lubricants and additives are examples of process chemicals.

Refining: A process that increases the grade or purity of a metal.

Responsible Minerals Assurance Process (RMAP): Independent third-party assessment of
smelter and refiner management systems; and sourcing practices; to validate conformance
with RMAP standards.

Responsible minerals initiative (RMI): Member initiative for theimplermentation
efimplementing minerals supply chain due diligence.

Smelting: The process of applying heat to ore in order to extract a base metal.

SMT: Surface-mount technology is a method in which the electrical components are mounted
directly onto the surface of a printed circuit board (PCB). An electrical component mounted in
this manner is referred-te-ascalled a surface-mount device (SMD).
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2.1 Supply chain responsibility

Background

Social responsibility is a continuing challenge throughout the IT supply chain. From raw
materials extraction to final assembly, working hours, health and safety and forced labor are
examples of industry-wide issues. However, for those who want to drive greater social
responsibility, a major issue is the complexity of the IT product supply chain. It includes many
suppliers that are spread all over the world.

The most basic aspect of social responsibility in the supply chains is to define who holds the
responsibility. After this is done, the level of conformity and the implementation in the supply
chains need to be defined. Finally, to make sure that problems are solved and improvements
are made, independent verification and follow-up is crucial. Continued monitoring is essential,
even after closure. TCO Certified offers a structured platform to guide industry progress:

e The responsibility for correcting non-conformities is placed on the brand owner, which
is at the top of the product value chain.

e Define minimum standards of the brand owner code of conduct covering the
manufacturing of the certified product.

e We provide a control system to ensure that the brand owner takes the-responsibility in
the finrat-assembly-facteries-and-supply chains of the certified product; and works in a
structured way in accordance with the code of conduct.

e By including a system of consequences for continued non-conformities, we ereate-an
ineentive-forincentivise the brand owner to work proactively.

Applicability

All product categories.

References
21,2.2,2.3

2.1.1 Mandate

By signing this mandate, the brand owner agrees to (1.) the Commitment and agrees to
conduct (2) the Structured work. Additionally, TCO Development requires that the brand owner
shows (3) Proof of the commitment and the structured work by allowing inspections in the
finatassembly-factories-and-the-supply chains of the certified product, by-sharing audit

reports and CAPs, and-by providing other documented proof described below.
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1. Commitment

The brand owner must have a public code of conduct for the manufacture of certified
productsthatis considered consistent with the following principles and rights at work:
o ILO's fundamental conventions: 29, 87*, 98%, 100, 105, 111, 138, 155, 182 and
187.
o The UN Convention on the Rights of the Child, Article 32.
o All applicable local and national health and safety and labor laws effective in
the country of manufacture, and a maximum 60-hour workweek including
overtime*.

*See clarifications; 1 and 2

2. Structured work

The brand owner must register atteach final assembly facteriesfactory and disptay
panelfactorieseach factory manufacturing display panels >10" for the product
model(s) that the application covers to TCO Certified Portal and supervise the
implementation of the code of conduct at these factories.

The brand owner must ensure all registered final-assembly-facteriesand-disptay-panel
factories have identified and eemmuneatedcommunicated the code of conduct to

their next tier suppliers of parts for certified products.

3. Proof

The brand owner code of conduct and communication process must be annually
verified during the annual review process.
Accepted initial audit reports, closure audit reports and corrective action plans for
each registered final-assembly-factory-and-disptay-panet-factory must be uploaded to
TCO Certified Portal.
The supply chain identification template (SCIT) must be submitted. The template must
be uploaded to TCO Certified Portal for eachonly the registered final assembly factory.
An updated SCIT may be required to be resubmitted at any time.
Data on the following suppliers for the following partsferthe-finat-assembled-prodguct
must be included in the SCIT:

o Product housing: Enclosure (chassis) including stand: Parts >0.5 grams.

o Printed circuit board: Matrbeard{rmetherbeardMainboard (motherboard) and

power board.

o External cables: Power and peripheral connecting cables.
o Processors and memory: CPU, GPU, chipset, DRAM, RAM, SSD and HDD.

o Battery: Remote power source of the product.
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o__Power supplies: internal and external.

o Display panel (all sizes).

e TCO Development may also require seeing audit reports and corrective action plans
from factories further up the supply chains of the certified product; to ensure that
corrective actions have been successfully implemented.

e TCO Development additionally requires that supporting documentation be verified by
an independent verifier; approved by TCO Development.

e TCO Development may commission random factory audits (spot checks) at any efthe
factories registered to TCO Certified Portal.

Submit the following to an approved verifier:
Once a year at the Senior Management Representative annual review:

e The brand owner’s public code of conduct communicated to the supply chains of the
certified product. The code of conduct must be considered consistent with this
mandate.

e Supporting Information on the routines of how management and workers in the-finat

assembly-factories-and-display-panelfactorieseach reqgistered factory are informed

about the code of conduct.

e A completed and signed brand owner form covering the certified product. (Chapter
11.1.)

For each application:

e A copy of the factory list in the CB certificate with the names and addresses of all final
assembly factories manufacturing the certified product model. If any of these
factories are not registered to TCO Certified Accepted Factory List, then-the brand
owner must submit the factory identification template to register the final-assermbly
factory-te-thetist or prove that the factory is not manufacturing the certified product
model.

e A photo of the display panel marking label.

e Check that the brand name is listed as compliant; without missed due dates;i-the
SRM-tabte-tr.on TCO Certified Portal. Any missed due dates will mean a certification
application cannot proceed until the required documentation is submitted and the due
date is extended or marked compliant.

For each final assembly factory and disptay-panet-factory manufacturing display panels >10"

for the certified product:

e The most recent independent initial audit report, corrective action plan for each non-
conformity and closure audit report must be uploaded to TCO Certified Portal.
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The audit interval is determined by the risk category of the factory. The risk category is
set by the verifier according to the process described under: Audit report and factory
risk categorization.

e The supply chain identification template (SCIT) must be completed and submitted to

TCO Certified Portal for each registered final assembly factory.

Submit-The following;tegether-with-the-applieation_ is submitted to TCO
Development:
e A copy of a verification report from a verifier approved by TCO Development.
e A copy of an English version of the public code of conduct must be uploaded to TCO
Certified Portal.
e __Anindependent audit; and a corrective action plan for each non-conformity; must be
reported to TCO Certified Portal; at an interval determined by the risk category of the

registered factory; for alHinal-assembly-facteriesthe certified product.

The following is submitted to TCO Development and display-panel-may be

published:
e The status (YES/NO), if all factories manufacturing the certified preguetproducts are
category 3, is automatically collected.

2.1.2 Clarification

General clarifications

The mandate is a social performance mandate, and criteria are based on #8/L0's
(International Labour Organization) fundamental conventions and local legislation. The
mandate requires that the brand owner comply with the minimum standards for code of
conduct, inspection and corrective action engagement; regarding the supply chain of the

certified product.

* Convention 87 and 98: Collective bargaining and freedom of association: All workers must
have the right to form, join and organize trade unions of their choice and to have them bargain
collectively on their behalf with employers. In situations where this is restricted under law,
employers must allow workers to freely and democratically elect their own representative(s)

for the purpose of defending the rights and interests of workers.

* Local labor law: The limit and enforcement of local law regarding working hours ¢iffersdiffer
tremendously acress-the-wortdglobally. To harmonize with other initiatives and to find a
reasonable level for the industry, the criteria in TCO Certified sets a maximum 60 hour

workweek, including overtime, as a global requirement regardless of the local law.
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* 60 hour working week: This criterion sets a global limit for weekly working hours that
includes overtime based on ILO convention 1 (56 hours per work week including overtime). An
additional four hours per workweek is given to harmonize with SAl and RBA. Therefore,
workweeks, including overtime, are not to exceed a-tetatef60 hours, and that-workers must
receive at least 1 day off every 7 consecutive days.

TCO Certified has established thresholds for non-compliance with regards+te-working hours.
For factories up to 15000 employees, the following is applicable;

e Minor non-compliance: up to 2% of the total workforce working between 60 and 72
hours per week

e Major non-compliance: 2% - 15% of the total workforce working between 60 and 72
hours per week

e Priority non-compliance: More than 15% of the total workforce working between 60
and 72 hours per week or any percentage of the workforce working above 72 hours
per week.

The verification process

Proof documentation must be submitted to an independent verifier approved by TCO
Development. It is the verifier's responsibility to request any additional documents necessary
for the review. The verifier will evaluate the information received from the brand owner
according to the principles described below (1-5).

1. The code of conduct:
The brand owner must have their code of conduct covering the supply chains of the certified
product reviewed annually by an approved verifier. If the code of conduct has not changed
since the previous annual review, therthe brand owner does not have to submit it again.-
this-astanee; The Senior Management Representative (SMR) for supply chain responsibility
must report this to an approved verifier. The approved verifier carries out the verification is
earriechout-during the annual review process-by-the-approved-verifier.

e The code of conduct must be eensidered-consistent with all parts under 1.

CommittmentCommitment.

e The contents of the code of conduct must have been adopted by the brand owner’s

board and addressed by management.

e The code of conduct must cover the manufacturing of the certified product.
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2. Information about the code of conduct:

The brand owner must annually submit a description of how management and workers at all
finalassembly-factories-and-displtay-panelregistered factories manufacturing certified
products are informed about all parts of the code of conduct. Proof of training classes or
other means of worker training and how the factory measures the effectiveness of the worker
training must be submitted for review. The training must be held specifically for the purpose
of training and not just part of a regular business review meeting. If there are no changes to
the communication routine since the previous annual review, then the brand owner does not
have to submit it again. In this instance, the SMR must report this to an approved verifier. The
approved verifier carries out the verification is-earried-eut-during the annual review process-by

Accepted proof of compliance. All parts must be fulfilled:

e Annual training on all parts of the code of conduct for management and workers or

worker representatives at final-assembly-factoriesand-disptay-panelregistered

factories of the certified product.

e Training is through: workshops, e-tearrirgslearning, or online training programs.

e There is a questionnaire (self-assessment) process to assess management and worker
understanding ef-and conformity with; the code of conduct.

3. The brand owner form
A completed and signed brand owner form covering the certified product (Chapter 11.1.) to
confirm that one or all products that are included in the application to TCO Development

eomphescomply with this criterion.

4. Factory registration on TCO Certified Portal
For each certified product, alteach final assembly faeteriesfactory and disptay-panet
factorteseach factory manufacturing display panels >10" for the certified product must be

|dent|fled—AFse—s&|ap4+er—fer—ma%eH&Fs and eeﬂoraeﬁeﬁ%s—eﬁ‘—theeemﬁeﬂ—ﬁ%edﬁet—mu%t—be

reqgistered to TCO Certified Portal.

The approved verifier will ensure that firalassembly-factoriesand-disptay-panet-factories are
listed on TCO Certified Accepted Factory List-and-thata-completed-SCH-is-submittedtoTCO

beFactories are registered to TCO Certified Portal Accepted Factory List using the
factory identification template.
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o—The SCIT must be submitted for each final assembly factory for the certified product.

o Fachtimeafinalassembly-factory-orlt is not necessary to submit a SCIT for the

display panel factories.

e [Fach time a factory is removed, added or updated in any way, itis-the brand ewners
respoenstbitity-teowner must ensure that this information is updated on TCO Certified
Portal by submitting the factory identification template to an approved verifier. The
template is downloaded from tcocertified.com.

5. Independent social audit reports
The brand owner must ensure that TCO Certified Portal is continuously updated with the most
recent independent initial audit report; and corrective action plans for all non-conformities that

were-found during thisthe audit; from all final-assembly-factories-and-display-panelregistered

factories manufacturing the certified product.

Brand owners or applicants/manufacturers must submit audit reports and corrective action

plans to an approved verifier for upload to TCO Certified Portal.

Factory audit intervals are determined by the risk category of the factory.

1. Independent audits must be conducted by organizations accredited to ISO 17021 and
carried out by SA8000 or RBA lead auditors thatwho are APSCA certified. The lead
auditor's APSCA membership number must appear in the audit report-and-be-ir-good

2. Typesof-Accepted audits-are:

SA8000,

b. RBA VAP,

c. Other audit types, if-they-are independently verified to be of equal quality to one of
the accepted audits (a or b). This includes auditor qualification, audit process (e.g.
triangulation of non-conformities), reporting and CAP. Verification will be
conducted by an approved verifier before an alternative audit is accepted as proof.

Defining the factory risk category and audit intervals
Final-assembly-factoriesand-disptay-panetfactoriesA factory new to TCO Certified Portal
must be independently audited using an accepted audit type. Any SA8000 certificate or RBA
recognition diploma must be submitted with the initial audit report. Based-onthetatest-audit
resutts-A factory is assigned a category 1, 2 or 3—Category-tis-higher based on the risk;
category-2is-medigrmrisk-and-category-3-is-thelowerrisk-choiee_categorization procedure
below.

A

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
39 (136)



Brand owners new factory-to TCO Certified Portatwillattornatically-be-categorized-asrisk

“
AL AN
VvV &

Brand-ownersthatarenew-toTCO-Certified-orapplyapplying for certification to a new
product category witk-reed-temust undergo an-additionat-a risk assessmentr-order. This is

for TCO Development to be-sure-factory-auditassess the likelihood of fulfilling the

requirements witHse-futfitted-within the given time. If the brand owner or factory is considered
a higher risk for receiving an extended time teware-futfitting-theinftiat-auditreguirernents;

then(for example: a history of non-compliance), an audit report and a corrective action plan

must be submitted before the factory can be registered to TCO Certified Portal.

Lower risk countries

Some countries are considered as lower risk of social non-conformities by the SA8000
Country Risk Assessments Process, which is based on World Governance Indicators (WGI).
These countries include but are not limited to: EU countries, USA and Japan. Country risk level

is a factor that is considered when setting category levels 2 and 3.

TCO Certified Accepted Factory List

All brand owners, applicants and verifiers who have access to TCO Certified Portal will have
access to see TCO Certified Accepted Factory List of firal-assemblyregistered factories-and
disptay-panet-factories.. This list includes information such as the risk category, aist-efaudit
non-conformities and due dates for submitting supporting documentation. Fhis-is-an

Access to information for
factories which-are-directly owned by a brand owner; is limited to that brand owner.

Auditreport-and-factory-Risk categorization procedure.
Initial audits are required at regular intervals. The audit interval is based on the factory risk
category.
e Aninitial audit is-coveringcovers the ful-seepe-ofthewhole factory and this criterion.
e A closure audit covers at least the open non-conformities from the latest initial audit.
e Aninitial audit is more comprehensive and is accepted as a closure audit.
e Audits older than 12 months are not accepted.
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Initial risk categorization
e Risk category 1 is given to all new factories entering TCO Certified Portal, TCO
Certified Accepted Factory List. Factories cannot continue as category 1 for more than

18 months or return to category 1; once they have been category 2 or 3.

Risk category 1 _(higher risk choice).

Initial audit
e Only risk category 1 factories receive up to 18 months to achieve risk category 2 or 3.
Only initial audits less than 12 months old from the date the factory is
activatedregistered on TCO Certified Portal are accepted. Any priority and major non-
conformities to TCO Certified must be independently verified closed with a closure
audit within the time period specified in the table below. The due date for achieving

category 2 or 3 appears on TCO Certified Portal for each active factory.

Audit status on initial Priority and/or Major Months to achieve
factory registration date non-compliances category 2 or 3

Without an initial or closure | Unknown 18 months to conduct an
audit. initial and closure audit
With an initial audit report Yes 12 months to conduct a
less than 6 months old closure audit

With an initial audit report Yes 6 months to conduct a
less than 12 months old closure audit

Corrective action plan
e For each non-conformity to the mandate commitment, a corrective action plan must

be uploaded to TCO Certified Portal. It must include closure deadlines; set by the audit
program;-fer-the-completion-of to complete each corrective action.

Closure audit
e |f there are major or priority non-conformities in the initial audit, a closure audit must
be submitted within the remaining time (see table above). The due date for the closure
audit appears on TCO Certified Portal. Ferrrirerrnon-conrformitiesThe corrective
action plan must be completed_for minor non-conformities, but it is not necessary to

submit the closure audit.
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Re-categorization
e When all non-conformities other than minor are closed, the factory will be categorized
as risk category 2. If the factory is also placed in a lower-risk country; or-#tis certified
according to SA8000, it will be categorized as 3 instead of 2.

Final assistance
e |f the factory has been categorized as a risk category 1 for 18 months, then the factory
management may receive final assistance toward conformity through TCO Certified
Active Monitoring Program. If the brand owner or factory decides to-not to commit to
the program, the factory will be removed from TCO Certified Accepted Factory List,
and the factory will no longer be allowed to manufacture products certified to TCO
Certified.

Risk category 2 (moderate risk choice).

Initial audit
e Forrisk category 2, the factory must be audited every 24 months. A new initial audit
report must be uploaded to TCO Certified Portal during the 24-renths-month audit
period, and all major and priority findings must be eenfirmedindependently verified

closed within this time. The due date for submitting audit proof to retain a place on
TCO Certified Accepted Factory List is shown on TCO Certified Portal.

Corrective action plan
e For each non-conformity to the mandate in TCO Certified, a corrective action plan
must be uploaded to TCO Certified Portal. It must include closure deadlines; set by the

audit program;-ferthe-completion-of to complete each corrective action.

Closure audit
e If there are major or priority non-conformities, a closure audit must also be uploaded
to TCO Certified Portal during the 24-menths-month audit period. If the factory only
has minor non-conformities, the corrective action plan must be completed, but it is not
necessary to upload the closure audit to TCO Certified Portal. The closure of minor

non-conformities will be verified in the next initial audit.

The initial audit should be conducted at least 6 months before the factory audit due

date on TCO Certified Portal; to give time for a closure audit (if one is necessary).
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Failure to retain category 2

Failure of the factory to retain category 2 within the due date will cause it to be flagged
on TCO Certified Portal, which means no certification applications for products
manufactured at the factory are approved until the remaining non-compliances are
closed. Additional time to close remaining non-compliances may be applied for
following a risk assessment of the reasons behind the failure to close the non-

compliances on time and the closure time plan submitted by the factory. If the brand

owner or factory decides te-not to commit to retaining category 2, the factory will be
removed from TCO Certified Accepted Factory List, and the factory will no longer be
allowed to manufacture products certified to TCO Certified.

‘ Risk category 3 _(lower risk choice).

Initial audit

For risk category 3, the factory must be audited every 36 months. A new initial audit
must be uploaded to the TCO Certified Portal during the 36-+menths-month audit
period, and all major and priority findings must be eerfirmedindependently verified

closed within this time. The due date for submitting audit proof to retain a place on
TCO Certified Accepted Factory List is shown on TCO Certified Portal.

Corrective action plan

For each non-conformity to the mandate in TCO Certified, a corrective action plan
must be uploaded to TCO Certified Portal. It must include closure deadlines; set by the
audit program;-ferthe-completion-of to complete each corrective action.
o If the factory is SA8000 certified, then the non-conformities are solved i
aeceordanee-withfollowing the SA8000 certification procedure.

Closure audit

If there are major or priority non-conformities, a closure audit must also be uploaded
to TCO Certified Portal during the 36-months-month audit period. If the factory only
has minor non-conformities, the corrective action plan must be completed, but ft-is-ret
neeessary-te-upteaduploading the closure audit to TCO Certified Portal_is not required.
The closure of minor non-conformities will be verified in the next initial audit.

o Avalid SA8000 certificate is considered proof that major and priority non-

conformities are being-monitored duringregutarintervatsregularly by SAAS-

accredited verifiers; and that issues are being solved.

The initial audit should be conducted at least 6 months before the factory audit due

date on TCO Certified Portal; to give time for a closure audit (if one is necessary).
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Additional clarifications that are valid for all risk categories

e If the audit program and lead auditor accepts an offsite closure audit it will also be
accepted in TCO Certified.

e |f proven conditions change, such as when non-conformities are found during a spot
check, the risk categorization will be re-assessed.

e A major non-compliance given to a control point in the audit report for the only reason
that working hours do not meet the stricter local legislated levels than the 60 hour
workweek permitted in TCO Certified; may have this rating altered to compliance on
TCO Certified Portal on condition that the 60 hour working week requirement is met.

e Closure of priority findings within the CAP deadline will be monitored in-particttar-by
TCO Development through the spot check program.

On-site factory inspection initiated by TCO Development (spot checks).
TCO Development reserves the right to require full audit reports and conduct or commission

on-site inspections at finalassembly-factories and-disptay-panel-factoriesregistered on TCO
Certified Portal as manufacturing the certified product; to verfy-thatthe brand-owneris

futitingthemonitor continued compliance to obligations in this criterion. The planning of

social audits will be done in cooperation with the Senior Management Representatives

appointed by the brand owner, accepted social auditors and factory management. Factory

audits are announced up to two weeks in advance.

Social audits initiated by TCO Development will be realized on a judgment sample basis, in
each case decided upon and-finaneced-by TCO Development. Resuttsfrom-the-auditsAudit
results will be shared with the audited factory management and all the brand owners listed as
usmg the audited factory—?lcﬁs—os—rﬂﬁfdef to ereate-a-combined-combine the effort toward

transtateclose any non-
code-of-conductand-auditmethodology-compliance.

Spot check audits are financed by TCO Development. If priority non-conformities are found

and further investigations are necessary, the eestferthismustbecevered-by-thelicense

holder must cover this cost.

The verifier approved for supply chain responsibility
Only an independent verifier approved by TCO Development has the authority to approve the
following:
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For each brand owner:

Code of conduct.
Communication of the code of conduct.
Supporting documentation.

Conduct reviews with a senior management representative.

Other assessments

Review evidence that could prove that another audit protocol can be considered “equal
quality to other approved audit protocols”. This includes but is not limited to; auditor

qualification, audit process, reporting and corrective action plan.

The list of approved verifiers is found at tcocertified.com.
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2.2 Supply chain transparency

Background

Supply chain transparency includes two vital parts: a) the extent to which information about a
company and its sourcing locations is made public to end-users and stakeholders and b) the
company's process of taking action through supply chain visibility; to manage it effectively.
Companies struggle to achieve supply chain transparency since they lack a solid process and
structure to manage risks and monitor behavior in their extended supplier network. Without
visibility into their supply chains, brand owners create a blind spot where damage to
reputation can emerge.

Transparency toward an independent party provides a company not only with the possibility
to measure its own performance in key areas against theirits peers; but also a way to share
and gain knowledge about solutions. Supply chain transparency requires a solid management

system, where improvements are achieved by acting on responses to shared information.

Applicability
All product categories.

2.2.1 Mandate

The brand owner must appoint a Senior Management Representative (SMR) for supply chain
responsibility for the certified product, who reports directly to senior management.
Irrespective of other duties, this person must have the authority to ensure that the certified
product meets the supply chain criteria in TCO Certified.

The SMR has access to TCO Certified Portal and must raake-sureensure that the due dates
for submitting supporting documentation are complied with.

The SMR is responsible for the brand owner annual review process being completed with an
approved verifier, and the report is uploaded to TCO Certified Portal before the annual due
date.

Submit the following to an approved verifier:

Once a year at the Senior Management Representative interview:
e A completed annual review report.

e A completed and signed brand owner form covering all certified products and brand

names used (chapter 11.1)
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Submit- The following together-with-the-applicationis submitted to TCO
Development:
e The report from the annual review must be uploaded to TCO Certified Portal.

e A copy of a verification report from a verifier approved by TCO Development.

o—Thereportfromthe-annual-review:

The following is submitted to TCO Development and may be published:

e The status (Yes/No & link to public list), if all final assembly factories manufacturing

the certified product are listed publicly by the brand owner.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
47 (136)



2.2.2 Clarifications

General clarifications
The aim of the mandate is to create transparency between TCO Development and senior
management at the brand owner company of the certified product.

Senior Management Representative (SMR) details
The required details of the SMR must appear in TCO Certified Portal, and the SMR must be
available for dialogue in English with TCO Development and verifiers throughout the validity of
all the brand owner’s certificates.
If the appointed SMR is changed, then details of the new SMR must be updated in TCO
Certified Portal. TCO Development must be informed immediately.
The SMR must ensure that TCO Certified Portal is up to date, covering the following:

e Name, title, telephone number and email address of the SMR.

e Avalid annual review report.

SMR and annual review

The annual review must be done with one of the verifiers approved by TCO Development. It is
booked and paid for by the SMR company. The purpose is to ensure that the appointed
person has the necessary authority and that the company ts-workingworks in a structured
way to implement the brand-owners-code-ofconduct-and-anti-bribery-systempoints covered

in the annual review questionnaire.

If the brand owner has more than one brand name registered, the review must cover each ef
the-brandsnamesbrand name respectively and ensure that all requirements in TCO Certified
are fulfilled. The verifier must ensure that it is intuitive for anyone searching for the required
information on each efthe-brand narmes-websitesname's website where to find the
information. In some cases, this means that it must be publicly stated who owns the brand

name or that links are provided to the documents on the brand ewnrersowner's website.

As part of the annual review process, all questions must be answered and submitted to the
verifier priertebefore the interview. During the part of the review questionnaire that covers the
section on social performance, the SMR will be required to explain+a-mere-detait the brand
owner's work toward a socially responsible supply chain of the certified product and provide
supporting documentation where needed. It is recommended that SMRs involve colleagues in
the meeting who can provide the necessary expertise in the areas covered by the questions.
The interview part of the review process will likely be an online meeting. Ifforsemereasen it
is not possible to have an online meeting or-f the interview does not obtain an acceptable
quality due to language difficulties, then the verifier may require a face-to-face-interview-to-
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face interview. TCO Development has the right to participate in the interview with the SMR. In

this case, TCO Development will cover its own expenses.

The final report from the annual review is then uploaded to TCO Certified Portal by the verifier.

FCODevelopment-have

The annual review guestionnaire is revised every third year, following the fightlaunch of a new

generation of TCO Certified.

An evaluation is made based on the review results regarding the voluntary public disclosure of

final assembly factories. There is no mandatory level, but this information may be shared with
purchasers.

The link to partietpatethe brand'’s publicly disclosed factories (if available) is taken from the
review results and entered into TCO Certified Portal. After the report is uploaded, the verifier
cross-checks the publicly disclosed factories at the interview-with-the-SMR-I-this-ease F60
Developmentwittcovertheirown-expenses-provided link against the final assembly factories

used by the brand to manufacture certified products in TCO Certified Portal.

To count a final assembly factory as publicly listed, it must be made public on the brand

owner website and state that the brand owner has a business relationship with those

factories. The factory information must show at least the supplier name, factory full address

and type of products manufactured at the factory.

About the secial-performaneeannual review questionnaire-and-result benchmarking

The annual review secial-perfermanee-sectiorquestionnaire is a-setan independent
assessment of guestiens-aimed-atgaining-transpareney-inte-the brand owner's risk

management iof the supply chain of the certified product asand is part of TCO

Development's capacity-building work with brand owners.
The SMR is responsible for answering all questions and providing supporting documentation
where needed. Answers are verified and eetorthe level of achievement is benchmarked by the

annual SMR interview questionnaire is intended to gather information on the actual level of

social commitment, identify capacity-building possibilities, share solutions, and assist in the
develepmentof-developing future generations of TCO-certified criteria. Feedback to the brand
owner is given in the form of a report and table that-shewsshowing the brand owner’s final
grading (after the interview) ireemparisercompared to other certifying brand owners (all
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brand names are kept anonymous). This helps the brand owner identify areas for
improvement and measure their progress within the industry.

Result data will also be used to risk assess factories of the certified product for the spot-
check program. In this program, TCO Development orders annual factory audits according to
the code of conduct by independent auditors at a number of final assembly factories where

certified products are manufactured.

The annual review questionnaire and guidelines for the annual review process are public and

available for download at tcocertified.com-
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2.3 Anti-bribery management system

Background

Bribery is a widespread phenomenon. It raises serious moral, economic and political
concerns, undermines good governance, hinders development and distorts competition. It
erodes justice, undermines human rights, and is-an-ebstactete-therelief-efhinders poverty
relief. It also increases the cost of doing business, introduces uncertainties intein commercial
transactions, increases the cost of goods and services, diminishes the quality of products and
services, which may lead to loss of life and property, destroys trust in institutions and
interferes with the fair and efficient operation of markets.

Organizations have-a+esponsibilityto-preventare responsible for preventing all forms of

corruption within their businesses and thetr-supply chains. To do so, organizations must align

their business policy, monitoring and enforcement mechanisms with internationally

recognized best practices against all forms of bribery.

With TCO Certified, brand owners that apply for product certification are reviewed by an
independent reviewer, who assesses the brand owner’s anti-bribery management system; to
ensure that it meets the requirements of ISO 37001.

Applicability

All product categories.

References
2.4.

2.3.1 Mandate

The brand owner must have internal processes and routines in place to prevent and respond
to all forms of bribery, covering all business activities connected to the certified product. This

includes making-sureensuring that the supply chain of at least the certified product prevesfuht
atignrmentaligns with the anti-bribery management system standard ISO 370071.

Submit the following to an approved verifier:
e A completed and signed brand owner form covering the certified product (chapter
11.7).
e AnISO 37001 certificate; or a-becked-date-forthe anti-bribery guestionnaireand
follow-up-annuat-review withreport by an approved verifier.
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Submit- The following tegether-with-the-applieationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development.
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2.3.2 Clarification

The brand owner's anti-bribery management system covering all business activities
connected to the certified product, including the supply chain, must be considered to be fahy
aligned with ISO 37001. If an ISO 37001 certificate is retavaitableunavailable as proof, the
brand owner kas-the-eptientecan complete the questionnaire and take part in a follow-up
verification review with an approved verifier -A-date-ferthereviewrmustbe-setbefore the

: i |

A follow-up review of the brand owner anti-bribery management system will be in the form of
a questionnaire and included in the first annual review with the assigned Senior Management
Representative (SMR) for supply chain responsibility.

Each answer 6fto the questionnaire will be graded using-a-eeter:; Green is aligned, yellow is

improverment-necessarypartial alignment and red is ret-algredno alignment. A completed
SAQquestionnaire and-reguired supporting documentation must be submitted to the verifier

priertebefore the review. These will be verified in the online review between the verifier and
the brand owner SMR and any experts responsible for anti-bribery the SMR wishes to include.

Verification guidelines
e FultAlignment to ISO 37001 is-considered-te-bewithout providing a valid certificate is
when all answers are scored green (except 12.1) in the anti-bribery section of the

annual review- questionnaire. When all required points are aligned, there is ther-no
need to include the-anti-bribery sectior-aspart-ofin the following annual
reviewreviews unless requested by TCO Development.

o Notinfullalignmentto1S0-37001s-consideredtobe-If any point (except 12.1) is

scored yellow or red—rthisease, a corrective action plan must be made, and the point

will be included in the following annual review and must then-be scored green.
e Only question 12.1 (covering independent verification of the anti-bribery management

system) can be graded yellow or red; since this review in TCO Certified is considered

an independent verification of the anti-bribery management system.
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2.4 Responsible mineral sourcing

Background
Minerals such as tin, tantalum, tungsten, gold and cobalt are connected to armed conflicts and
human rights abuses in the world's regions efthe-worla-where they are extracted. Unsafe

mining methods also lead to severe health problems for workers; and environmental
degradation in local communities. Since the mineral supply chain can include hundreds of
suppliers, from mines and smelters or refiners to final production, ft-is-a-challengeto
rakemaking informed choices about mineral sourcing, from extraction to finished product, is

challenging.

TCO Certified drives more responsible mineral sourcing in all countries where the mining
industry and trade are present. Suppliers must adopt a responsible approach to mineral
sourcing, irrespective of where in-the-world-they operate. TCO Certified goes beyond the
current definition of conflict minerals and requires that-brand owners to include cobalt aspart
ofin their due diligence process. To drive widespread, positive impacts ata-faster+ate, due
diligence and risk reporting isare standardized, with-feegsfocusing on long-term, continuous

improvement.

Applicability
All product categories.

References
2.526,2.7,28.

2.4.1 Mandate

The brand owner must:

e Have a supply chain policy for responsible mireratsmineral sourcing; for the certified
product that can be considered to cover at least 3TG and cobalt. The policy must be
both public and communicated to the supply chain.

e HaveConduct a proeesstoe-identifyreasonable country of origin andinguiry for smelters
or refiners (SORs) of at least 3TG and cobalt for the certified product that follows the
OECD Due Diligence Guidance for Responsible Supply Chains of Minerals from
Conflict-Affected and High-Risk Areas process.

e Annually demonstrate that at least 70% of the total number of SORs for 3TG and
cobalt in the supply chain of the certified product are conformant (certified) to an

accepted independent third party due -diligence program.
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matertats:
e Annually submit the completed responsibly-sedreed-mineratsresponsible mineral

sourcing template_with all the information required in the template.

Submit the following to an approved verifier:

e The most recent version of the public responsibly sourced minerals policy and a
description of how it is communicated to the supply chain of the certified product.

e A description of the brand owner's structured work on identifying risk areas in the
supply chain of the certified product with supporting documentation.

e The responsibly-seureed-rnineratsresponsible mineral sourcing template (a TCO
Certified template) and supporting documents must be completed and submitted to
TCO Certified Portal before the brand owner annual due date stated in the-SRM
tabte;TCO Certified Portal and cover the supply chains of the final assembly factories

of the certified product registered by the brand owner on TCO Certified Accepted
Factory List.

e A completed and signed brand owner form covering the certified product (chapter
11.1).

Submit- The following together-with-the-applieationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development.
e A copy of the responsibly sourced minerals policy; in English. (Must be uploaded to
TCO Certified Portal.)

2.4.2 Clarifications

Responsibly sourced minerals policy
The responsibly sourced minerals policy is an essential statement by the brand owner. It must
reflect the brand owner’'s commitment toward responsible sourcing of minerals and the

expectations that their raw material suppliers adhere to the policy.

Verification guidelines:
The verifier must be-abte-te-verify that the responsibly sourced minerals policy can be
considered to cover at least 3TG and cobalt for all the certified products, that it is public, and

atso that it is clear how the policy is communicated to suppliers.
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“Public” means that the policy is visible on the brand ewnerowner's website; or is
included in the brand owner's annual sustainability or responsible minerals report, and
that it is-etearty communicated that it covers all the brand names the brand owner has
registered on the TCO Certified Portal.

“Communicated” could be as-part of a contract and/or-s a written agreement with

suppliers.

To verify the level of strictness, the policy must require at least the following:

That suppliers uphold the policy.

That suppliers neither directly nor indirectly finance armed groups in conflict-affected
regions.

That suppliers neither tolerate nor contribute to human rights abuses that include
forced labor, child labor and environmental degradation.

A commitment to supporting responsible sourcing from theseregions i-whichwhere
specific mining operations may present risk.

That-Suppliers work with the brand owner to identify SORs of 3TG and cobalt in the
supply chain and report details using a mineratsreporting-temptatesuchas
eenfietconflict minerals reporting template (CMRT) or extended minerals reporting
template (EMRT).

That sourcing of 3TG and cobalt must be from SORs-thatare participating in third
party audit programs aligned with OECD Due Diligence guidance and working toward
certification.

That action plans must be developed for SORs identified as not participating or
certified to a third party audit program; to remove them from the supply chain or have

them beeome-participantsparticipate in a program to obtain certification.

Structured work on identifying risk areas

The brand owner must carry out structured work to identify if at least 3TG and cobalt are

present anywhere in the supply chain of the certified product, with the goal to identify the

SORs. The verification of the structured work is carried out as part of the brand owner annual

review process.

Identifying risk areas is a process that helps map the chain of custody of risk minerals down

to the SORs within the supply chain. This is commonly done by a minerals reporting template
stehasaCMRTardEMRT-being systematically sent through the supply chain. This transfer
of information facilitates the identification of high-risk SORs.
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Verification guidelines:
The verifier has been provided with a description of how the brand owner identifies risk areas
in #sthe supply chain of the certified product. The verifier can also require a copy of the

completed minerals reporting template as further evidence of compliance. See betowthe

examples_below:

e Using an established minerals reporting template as part of the brand owner’s due
diligence process. As a random follow-up at the request of TCO Development,
completed examples of the template are to be submitted to the verifier.

e A public list of SORs on the brand owner website is-considered-verificationverifies that
the brand owner has identified the listthreugh using a minerals reporting template.

Audited smelters or refiners (SORs)

Brand owners are required to annually submit information efon the SORs identified as the
source of 3TG and cobalt in the supply chain of the certified product. The required information
identifies SORs that are conformant, active or otherwise registered through independent
verification for their mineral sourcing due -diligence process.

The brand owner must annually demonstrate the SORs that are conformant (certified) to an

accepted responsible sourcing program {see-belew-aceeptedprogramsy-and those that are
considered to process eﬁﬁhfreﬁorscrap or recycledma%eﬁas%trﬁﬁe%ﬁﬁg%%maﬂeﬁeﬁ%e

materials.

Verification guidelines:

The verifier must annually be provided with the responsibly-soureed-mineratsresponsible
mineral sourcing template (a TCO Certified template) with the required columns covering

information on the SORs identified as the source of 3TG and cobalt in the supply chains of the
certified products.

The template section:, ‘Audited facilities’ requires information about which SORs are in the
supply chain of the certified product. SORs must be these-thatare-publicly registered as
eemfermantconformant with the Responsible Minerals Assurance Process (RMAP) or
registered-on the European Union (EU) ‘white list’. Registered-as-being-partofa-program-sueh

as ‘active’ or ‘in-process’ is not accepted as compliant. The verifier will compare the submitted

information against the latest published list of conformant SORs using the comparison tool
provided by TCO Development.

Other third-party
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The brand owner can find their annual due date for submitting the responsible mineral

sourcing template on TCO Certified Portal. The template is downloaded from tcocertified.com

and must be submitted to the accepted verifier in time.

Audit program cross-recognition

RMAP cross-recognised audit programs {ifused}are accepted. These presently include the

London Bullion Market Association (LBMA) and the Responsible Jewellery Council (RJC).

Other programs must first becensideredto-irdependently-verfy-the-implementation

efundergo independent verification to access the OECD due diligence guidance

implementation before they-ean-bebeing accepted as an alternative. The brand owner must

provide proof of pregrarm-alignment to the accepted verifier befere-tecan-beadded-asan
independentthird-party-due-for assessment.

More-information:

e The OECD Due Diligence Guidance for Responsible Supply Chains of Minerals from
Conflict-Affected and High-Risk Areas ("OECD due diligence guidance”), available at
oecd.org. Brand owners require suppliers to disclose their sourcing origins of minerals
by-using a questionnaire template such as the Responsible Minerals Initiative (RMI),
conflict minerals reporting template (CMRT) or similar ir-erderto prevent the potential
use of risk minerals.

e Member of the Responsible Minerals Initiative (RMI). Members contribute to a number
of tools and resources, including the conflict minerals reporting template;, supporting
in-region sourcing schemes and the Responsible Minerals Assurance Process
(RMAP).

e Responsible Minerals Assurance Process (RMAP) helps companies make informed
choices about responsibly sourced minerals in their supply chains. Independent third-
party audits of SOR management systems and sourcing practices are used to validate
conformance with RMAP standards. The assessment employs a risk-based approach
to validate SOR company-level management processes for responsible mineral

procurement.
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The RMAP standards are developed to meet the reguirerrents-efthe-OECD Due
Diligence Guidance requirements, the Regulation (EU) 2017/821 of the European
Parliament and the U.S. Dodd-Frank Wall Street Reform and Consumer Protection Act.
EU ‘white list’ is a proposed list of SORs. The regulation (EU) 2017/821 werkste
promotepromotes the responsible sourcing of SORs of tin, tantalum, tungsten and
gold, whether they are based inside the EU or not. This is because EU importers witt-be
reguired-temust identify the SORs in their supply chains and check whether they have
the correct due diligence practices-aptace. Whenever EU importers find SOR practices
te-be-insufficient or associated with risks, they wit-havetemust manage and report on
this.

To help companies, the European Commission is working to create a compliant list of

global SORs which source responsibly.
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2.5 Process chemicals management

Background

Scientific research shows that workers thatwho come into contact with chemical substances
used in the manufacture of IT products are more likely to suffer from cancer, reproductive
damage, birth defects and other serious illnesses.

The use of chemicals such as benzene and n-hexane (industrial cleaning solvents), thatwhich
have well-documented toxic human health effects, have been restricted in some parts of the
world; but are often used by the manufacturing industry in developing countries where
legislation is weaker, and workers are less protected. These chemicals need to be phased out
of production; and not be replaced with equally hazardous substances.

To replace chemicals with safer alternatives, process chemicals and their suitable safer
alternatives must be identified and independently assessed by an approved toxicologist. The
Personal Protective Equipment (PPE), training and exposure monitoring provided to the
workers who risk chemical exposure also reedsneed to be reviewed and improved.

Applicability

All product categories.

References
29,210

2.5.1 Mandate
Each final assembly factory and gisptay-panet-factory manufacturing display panels >10" for

the certified product:

e must have a structured health and safety management system in-place-thatis
independently certified to ISO 45001.

e must only use cleaning solvents; for product components and PCB process cleaning;
that contain individual chemicals or formulations that appear on TCO Certified
Accepted Substance List-{ASt)-.

e must submit chemical inventory data covering at least cleaners, adhesives and
lubricants.

e All substances of a mixture must be accounted for. Non-accepted substances must
not exceed concentration levels of 0.1% by weight of the chemical product.
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Submit the following to an approved verifier:

e Acopy of the valid ISO 45001 certificate-forthefinal-assembly-factory-and-display
e Anaccepted process chemical data collection template-fereach-final-assembly
actory-and-displaypa actoryrRahufacturing ted-produet. The chemical

data must at least cover the chemical formulations and ingredients-as shown in the
chemical safety data sheet and used on the production lines where certified products
are manufactured. The template must be submitted before the factory is added to
TCO Certified Portal.

e A completed and signed factory form (chapter 11.2).

Submit- The following together-with-the-applieationis submitted to TCO

Development:

e A copy of a verification report from a verifier approved by TCO Development.

e Forassessed substances, a copy of the assessment report issued by an approved
licensed profiler independent of the accepted screened chemistry program. For
GreenScreen certified formulations, a copy of the GreenScreen Certified certificate- is

acceptable.
e The process chemical data template must be reported in TCO Certified Portal.

2.5.2 Clarification

The cleaning process chemicals that appear on TCO Certified Accepted Substance List are
commonly used by production lines to clean display panels, product enclosures-and, printed
circuit boards{PEBs);, SMT machinery and tools.

The production lines manufacturing certified products must only use cleaners that-are-listed
on_the TCO Certified Accepted Substance List. To be included on the list, chemicals must be
independently assessed; and receive a GreenScreen® benchmark score of 2, 3 or 4-
Alternatively or ChemFORWARD hazard band A, B or C. For chemical formulations-that-are,
GreenScreen certified fgetd-er-platinum} or gold set by a licensed GreenScreen Profiler areis

accepted. Hf-a-substance-onA et-a-nonr-accepted-benehm ark-through-reassement the
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From the date when a factory is registered on TCO Certified Portal and TCO Certified

Accepted Factory List, a 12-+renths-month transition period to using only safer alternatives
appearing on TCO Certified Accepted Substance List can be applied for. To keep the factory
active on TCO Certified Portal, an updated process chemical data collection template must be
re-submitted before the process chemical compliance due date on TCO Certified Portal.

Proof of health and safety management system conformity:
A valid ISO 45001 certificate must be uploaded to TCO Certified Portal for each registered
factory that is in scope of this requirement. The certificate must be issued by a certification

body that is accredited to issue the certification. Factories that do not yet have a certified
health and safety management system according to ISO 45001, may apply to TCO
Development for an extended tire-period of up to 24 months to complete certification. This
timeptlanextended-time application template can be obtained from an accepted verifier. TCO
Development has the right to deny the applicant an extended period eftime-if there is reason
to believe the factory wiltretbe-abletocannot achieve the 1SO 45001 certification within the
extended-tirme-period (for example, if other critical non-compliance issues are pending; or if
the tirreplanisinsuffieientfactory has a history of persistent audit non-compliance).

Process Chemical Data Collection Tool and Guidelines
An accepted Process Chemical Data Collection Tool must be completed and uploaded to TCO
Certified Portal. The data must cover at least cleaning agents, adhesives and lubricants being

used ferthe-production-ofto produce the certified product. The Process Chemical Data
Collection Tool can be downloaded from tcocertified.com/certification-documents.

Completing the Process Chemical Data Collection (PCDC) Tool
e The senior representative at the factory, whose responsibilities cover chemical
management, must assist the applicant in the-eempletion-efcompleting the accepted
PCDC Tool.
e The areas that must be completed by the applicant are listed as required’.
e Listed chemical substances must show the CAS# number. Ferproprietary-reasons
The chemical supplier can directly submit this information to TCO Development- if

there are proprietary concerns. If a CAS# number is withheld, then-the chemical

ingredient is treated as a restricted substance, and the cleaning product must be
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replaced with an accepted alternative. FheAn alternative is to have the formulation
GreenScreen Certified and listed by trade name_only.

e Theinformation must cover at least all chemical types required under the mandate
and that-are-used fertheto manufacture ef-certified products.

e Upon request, the process chemical inventory at the factory must also be submitted
for independent verification purposes.

e The PCDC Tool must be updated at the request of TCO Development.

e TCO Development has the right to compile confidential information with CAS
numbers. TCO Development reserves the right to publish such compiled, anonymous
information;but. Still, no information will be presented ir-sueh-a-wayso that the
company or the products in question can be identified.

Exposure controls and personal protective equipment (PPE)

TCO Certified Accepted Substance List reduces the risk of worker exposure to highly
hazardous chemicals. However, safer alternatives do not remove the responsibility of the
factory management to provide personal protection equipment as described in the chemical’s
safety data sheet (SDS), thatwhich covers exposure controls and personal protection.
Verification of PPE (availability, training and use) is included in the ISO45001 standard and as
part of the required factory audits- (see mandate 2.1).
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3 Environmentally responsible

manufacturing

e Large amounts of natural resources and energy are used to manufacture IT products.

e This consumption can lead to soil, water and air pollution, as well as large greenhouse
gas emissions.

e Toreduce environmental risk, the environmental impact must be measured and

environmental and energy management systems need to be in place.

Major environmental risks in the IT industry

Several environmental hazards occur throughout the IT product life cycle. The manufacturing
process is a large risk. Harmful substances that are not handled safely risk ending up in
nature. Life cycle assessments confirm that a typical IT product consumes more energy
during its manufacture than during its entire usable life, resulting in large greenhouse gas
emissions which impacts our climate. Another risk is the extensive use of natural resources in
manufacturing, leading to a high energy consumption and the loss of valuable, finite

resources.

Our approach: measuring and incentivizing reduced environmental impact

With TCO Certified, the brand owner must have an environmental management system in
place, and work systematically with continuous improvement in environmental performance.
Gathering information on material reuse and energy efficiency in the assembly phase is

important and creates incentives for reducing the product’s carbon footprint.

Criteria in chapter 3 focus on:

e Lowering environmental risk and ensuring continual improvements by requiring that all
final assembly factories are certified according to ISO 14001 and have an
environmental management system in place.

e Putting the spotlight on energy efficiency in manufacturing through annual reporting.

e Lowering energy use in manufacturing by requiring compliance with ISO 50001.

e Gathering information about post-consumer recycled content and renewable materials
to help buyers identify more circular products.

e Offering the brand owner an incentive to determine the product’s carbon footprint

through Product Carbon Footprint (PCF) analysis.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
64 (136)



3.1 Environmental management system

Background

A certified environmental management system helps an organization work in a systematic
way with environmental performance; and make continuous environmental improvements. To
be efficient, an environmental management system must include independent, external

reviews.

Definitions
See definitions chapter 2.0

Applicability
All product categories.

Thecompany-orcompaniesthatmanufacture-the produet:

References
211

3.1.1 Mandate

e Each final assembly factory and each factory manufacturing display panels >10" for

the certified product must have a structured environmental management system that
is independently certified to ISO 14001.

Submit the following to an approved verifier:
e Acopy of avalid ISO 14001 certificate for each final assembly factory and each

factory manufacturing panels >10" for the certified product.

Submit-The following togetherwith-the-applicationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
65 (136)



3.1.2 Clarification
The applicant must ensure that a valid ISO 14001 certificate is available on TCO Certified

Portal at all times, for every final assembly factory, and display panel factory that are
registered to TCO Certified Poral as manufacturing certified products.

The certificate(s) or an appendix to the certificate(s) must make it clear what the certification

covers.

If necessary the applicant may ask for an extended time period of up to 12 months on behalf
of a factory that is not yet certified, by presenting a time plan for achieving the ISO 14001
certification and signing an agreement. TCO Development has the right to deny the applicant
an extended period of time if there is a substantial risk that the factory will not be able to
achieve ISO 14001 certification within the extended time period.

The certificate must be issued by a certification body that is accredited by an accreditation
body covered by the International Accreditation Forum, iaf.nu, Multilateral Arrangement on

Environmental Management Systems.
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3.2 Renewable energy

Background

As we face the challenges posed by climate change, it has become increasingly important for

companies to transition to renewable energy sources. By increasing the share of renewable

electricity in the final assembly of certified products, the product carbon footprint and climate

impact of the certified product are reduced. This also increases the demand for Renewable

Energy Certificates (RECs), which increase the economic incentive to build new generators for

renewable electricity in many regions where most electricity is generated from non-renewable

Sources.

Applicability
All product categories.

3.2.1 Mandate

At least 15% of the tetatelectricity used._in the final assembly of the certified product must be

procured and/or generated from renewable sources. This ratio must be reported yearly.

Submit the following to an approved verifier:
o Acompleted-and-sigred-factery-form{si{ehapter1-2)
Once a year, the brand owner must provide:
e Documented proof that-atteast-1+5%0of the tetairatio of renewable electricity used in

the final assembly facteries-manufactaringof the certified product was-procured
b i daryearin each factory

N Ar ooano an A roano o Ja fa¥a Ao Nra fa A an
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that is used.

e SubmitDocumented proof of the total electricity and the ratio of renewable electricity

used in each final assembly factory of the certified product.
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The following togetherwith-the-applicationis submitted to TCO Development:

e A copy of the verification report(s) from a verifier approved by TCO Development.

o Theenergy-efficieneyindieatorsThe ratio of renewable electricity used in the final

assembly of certified products for the brand in each factory must be reported in TCO

Certified Portal once a year.
e The total electricity consumption and the ratio of renewable electricity use for each

final assembly factory must be reported in TCO Certified Porta once a year.
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3.2.2 Clarification

g . iod
TheBrand owner reporting period
The reporting by the brand owner must be submitted by 31 August each year. Each reporting

eeversperiod is the previous calendar year. The reporting applies until one year after the
certificate has expired. Only electricity used; and generated are-precured-during the previous
calendar year must be included in the report. Renewable electricity certificates may be

procured up to three months after the reporting period as long as the applicable reporting

period is specified on the REC (to avoid double counting).

.................................

Aceeptable-sourcesforrenewable-electricityException for new factories

For factories where no TCO Certified Generation 10 product was certified (for any brand)

before 31 August. The brand owners manufacturing of certified products at this factory must

be in compliance the following calendar year. However, the brand owner must still report the

renewable electricity share of their manufacturing (even if not in compliance), each 31 August.

The ratio of renewable electricity may be reported at the factory or product level.

Brand owners can choose if to report on the whole factory level, or, on the manufacturing of

their certified products. Reporting on their own manufacturing is useful if they want to

purchase additional RECs for their own manufacturing to achieve a higher share than the
factory.

In this case the electricity used to manufacture certified products is estimated based on the

allocation of manufacturing volume, which is a common principle used in, for example, the

Greenhouse Gas Protocol. This means that the total electricity consumption of the factory is

allocated to individual products based on units manufactured.

For each reporting period and final assembly factory, the brand owner must report the

following:

If the ratio of renewable electricity used by the factory is 2 16%
reporting may be done only on the factory Level and must include:
e Documented proof of the total electricity consumption of the factory (X)

e Any RECs designated to the factory (with the factory name and region) for the

renewable electricity (Y) generated or purchased by the factory during this period.

Calculations:
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e The ratio of renewable electricity by the factory and eerditiorsforprecurementin the

assembly of certified products (RF = (Y/X)).
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Otherwise, reporting must be more detailed and include:

e Documented proof of the total electricity consumption of the factory (X)

e Any RECs designated to the factory (with the factory name) for the renewable

electricity generated or purchased by the factory during this period (Y).

e Documented proof of the total number of units of any kind manufactured (Z) and the

number of certified units manufactured for the brand owner (W) during the period.

e Any RECs (S) designated to the factory and brand owner (with the factory name and

brand name) specifically for the manufacturing of certified products.

Calculations:

e The estimated electricity used to manufacture certified products (E = X/Z*W)

e The ratio of renewable electricity by the factory (RF = Y/X).

e The ratio of renewable electricity by the brand owners manufacturing (RC = S/E)

e The ratio of renewable electricity in the assembly of certified products (RT = RF+ RC)

Exception for a high market price of RECs

If the market price of all allowed RECs in the market in question is above 10 USD / Mwh the

applicant is allowed to source allowed |-REC accounting for 30% of the renewable electricity

purchased from markets with neighboring borders.

If the market price of all allowed RECs in the market in question is above 30 USD / Mwh, the

applicant is allowed to source allowed |-RECs accounting for 70% of the renewable electricity

purchased from markets with neighboring borders.

Renewable electricity must be generated from:
e Wind
e Solar

e Geothermal,

e Hydropower (pumped hydro storage is not accepted)

e Biomass (agriculture waste and residues, forest biomass, biofuels plants)

Renewable energy certificates ( RECs)

Renewable electricity can be purchased or generated. Factories can own their own projects.

Projects might be on-site or off-site, on the grid, or entirely off-grid. The generation must be

issued with renewable enerqgy certificates (RECs). Factories can consume directly from their

projects or retain the RECs, and claim the use of renewable electricity. They can also sell

electricity to the grid, retain the RECs, and claim the use of renewable electricity.

Both for self-generation and market-purchased RECs the attributes (and certificates) must be

sourced and purchased from within the same national region as the factory using the
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electricity. Also, the renewable electricity production facility for which the certificates are

issued must be within the same national region. The national region constitutes a “market” for

the purpose of transacting and claiming attributes. (see exception to this above).

A REC must be recognized on the list below to be accepted as proof of compliance. Credible

systems may be added to the list after independent review and acceptance from TCO
Development.

Country Accepted REC

Brazil I-REC

Canada REC, I-REC

China I-REC, GEC

Czech Republic EECS-GO

Egypt I-REC

Hungary EECS-GO

India I-REC, Indian national EAC system
Japan J-Credit, FIT-NFC, GEC
Malaysia I-REC

Mexico I-REC

Poland National Guarantees of Origin
Portugal EECS-GO

Singapore I-REC

Taiwan T-REC, I-REC, CPPA

Thailand I-REC

USA REC, I-REC

Vietham I-REC

South Korea Korean national EAC system
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Verification guidelines of factory data

Documented proof of the total electricity consumption consists of all electricity

contracts and bills (The total number is added to the Accepted Factory List and only

needs to be verified once per factory and year).

Proof of the total number of units manufactured and the number of certified units

manufactured for the brand owner (W) during the period must be a copy of a

document or digital system that can be verified during an onsite audit. (The total
number is added to the Accepted Factory List and only needs to be verified once per

factory, brand name and year).
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Verification of Renewable Energy Certificates (RECs)

The brand owner must present proof that renewable energy certificates are exclusively owned

by, have been permanently retained by or retired on behalf of the specific factory or by the

brand manufacturing at the specific factory. This means that RECs designated to the factory

must have the factory name on it, and RECs designated to the brands manufacturing at the

factory must have both the factory name, and brand name on it (to avoid double counting).

Energy Attribute Certificates are part of tracking systems in which certificates are

electronically serialized and issued to generators with accounts on the system. There they are

traded and ultimately permanently retired when they are used to support a claim.

For more information on how to verify the authenticity of the REC with each certificate body

such as the below listed, a guideline can be found here:

https://tcocertified.com/industry/certification-documents/ef

Simplified verification process of RECs:

1. The authenticity of the REC is verified with each certificate body.

2. The reporting period is within the 12+3-month window.

3. The amount of renewable electricity represented by the certificate.

4. The certificate ownership is to the specific factory (and brand owner) in question.

1.5. The certificate is retired (not for sale) when making a claim about renewable
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3.3 Energy management system

Background

A certified energy management system helps an organization work in a systematic way with
energy performance and make continuous improvements at both company and product
levels. To be efficient, an energy management system must include independent, external

reviews.

Definitions

Ay g Ja
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ptaee-See definitions chapter 2.0

Applicability
All product categories

3.3.1 Mandate

e FEach final assembly factory and each factory manufacturing display panels >10" for

the certified product must have a structured energy management system thatis
independently certified to ISO 50001.

Submit the following to an approved verifier:
e A copy of avalid ISO 50001 certificate for each final assembly factory and each
factory manufacturing panels >10" for the certified product.

Submit-The following togetherwith-the-applicationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development

3.3.2 Clarification

The applicant must ensure that a valid ISO 50001 certificate is available on TCO Certified
Portal at all times for every final assembly factory and each factory manufacturing panels
>10" for the certified product. The certificate(s) or an appendix to the certificate(s) must make
tetearclarify what the certification covers.
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Factories that do not yet have a certified energy management system according to ISO 50001,
may apply to TCO Development for an extended time-period of +824 months to complete
certification by annually submitting an extension application on the status-efthe-certification
status. This application and status template can be obtained from TCO Development.

TCO Development has the right to deny the applicant an extended period eftime-if there is a
substantial risk that the factory will not be able to achieve ISO 50001 certification within the
extended time-period. The certificate must be issued by a certification body-thatis accredited
by an accreditation body covered by the International Accreditation Forum, iaf.nu, Multilateral

Arrangement on Energy Management Systems
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3.4 Post-consumer recycled content

Background

Use of recycled materials lowers the environmental impact. The manufacturing of recycled
plastics, if 100% recycled content is achieved, can reduce the-energy consumption by up to 60
percent, compared to virgin plastics. Less raw materials are required to produce recycled
plastics, which can lead to a reduced carbon footprint. Every metric ton of recycled plastic
produced can result in up to 1-3 metric tons of carbon dioxide savings, compared to virgin
plastics.

The long-term goal is that all materials in certified products are circulated and renewable

where technically possible.

Definition

PCR — Post-consumer recycled: Post-consumer recycled materials are derived from used
consumer products, often packaging, bottles; and durable goods including IT products. (l.e.
aluminum cans, PET bottles). This does not include PCM material.

PCM - “Pre-consumer Material”: Material or by-products generated during the manufacturing
of a product but before the product reaches the end-use consumer.

Applicability
All product categories.

3.4.1 Mandate

The following information for the worst-case configuration (lowest PCR content ratio-efPER
plasties-and-raaterials) of the certified product (including any external power supply) must be
reported:
e Percentage of post-consumer recycled plastics by weight versus the total weight of all
plastics.
e Percentage of identified post-consumer recycled materials (plastic and non-plastic) by

weight versus the product weight.

Submit the following to an approved verifier:
e The completed post-consumer recycled content template

e Supporting documentation for all parts claiming PCR content.

e A completed and signed product form (chapter 11.3).
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Submit-The following together-with-the-applicationis submitted to TCO
Development:
e A copy of the verification report(s) from a verifier approved by TCO Development.
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e OnlySupporting documentation for all parts claiming PCR content.

The following is submitted to TCO Development and may be published:
e The total product weight (including external power supply) and configuration

e The weight of all plastics in the product.

reported—plastics and other identified post-consumer recycled material in the
product.

3.4.2 Clarification

The worst-case configuration (lowest PCR content by weight of total product weight) that is

available for purchase must be defined and stated in the verification report. It must be defined

through a unique brand owner code, a unigue product identifier, or a list of configuration

choices that are available at the time of purchase. /f there are several versions of the same

component (e.q. aue to different suppliers) and the buyer cannot influence which version they

get, then the worst-case version of the component must be reported.)

All plastic parts with a weight above 0.5 grams must be accounted for in the Post-consumer

recycled content & packaging template. Parts that are non-plastic and without PCR content do

not need to be listed individually.

Document proof from the-materialverdermustbeprovidedforan independent third party

covering each part containing post-consumer recycled material must be provided if it is to be

included in the PCR percentage.
Hroproofexiststhen-0%-mustbereported: TCO Development has the right to require a full

bill of material.
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Exceptions plastics

Optical components and display panels, electronic components, cables, connectors, PCBs,
insulating mylar sheets, hard sheets for insulation, soft sheets for heat dissipation, elastomer
feet, sponge materials, and labels may be excluded. This means that the weight of these
items is not included when calculating the total weight of the plastic in the product in this

requirement._The total product weight for the worst case configuration is calculated including

these parts.

The following information must be submitted to an approved verifier
For each plastic part with a weight above 0.5g, the following must be reported:
e Name of part/part ID
e Material manufacturer name
e __I|dentification marking of PCR material

e Weight of part (grams)
- : oy :

o Feridentified-renplastieWeight of plastics in part
e Weight of post-consumer recycled content (grams)

For other identified post-consumer recycled content:

e Name of part/part ID

e Material manufacturer name

+—Weight{grams)

e Type of material

e Weight of part (grams)

e Weight of post-consumer recycled content ir-weight-(grams)

APCR
The post-consumer recycled content template is available at tcocertified.com/certification-

documents and may be used to provide this information. Similar templates covering the same

information isare acceptable.
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3.5 Product carbon footprint

Background

Product Carbon Footprint (PCF) is one of the most established ways ferof determining the
climate impact of a product. PCFs cover the whole life cycle of a product, from the raw
material extraction to the recycling or disposal phase. Using product carbon footprints
enables an overall picture in order to work on reductions and measures in the right places.

Applicability
All product categories.

3.5.1 Mandate

A PCF must exist for everyeach certified product, and the-etassification-of-the-PCFits
availability must be eonductedevaluated by an approved verifier.

Submit the following to an approved verifier:
e Necessary documentation for the evaluation of PCF availability
e A completed and signed product form (11.3).

Submit- The following together-with-the-applicationis submitted to TCO

Development:
e A copy of the verification report(s) from a verifier approved by TCO Development.
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The elassifieationfollowing is submitted to TCO Development and may be

published:
e Type of the-PCF availability must be reported in TCO Certified Portal.

e Instructions on how to retrieve the PCF.

3.5.2 Clarification

The PCF for the product is estimated based on product type data using either ISO 14040, ISO
14044, 1SO 14067, 1ISO 14025, IEC TR 62921, PAS 2050, the WRI GHG Protocol Product Life
Cycle Accounting and Reporting Standard, PAIA-tool, INEMI Eco-Impact Estimator or
equivalent PCF standard.

For product models whiehthat can be configured, the typicat-preductconfiguration-mustbe
used—Thetypical-producteonfigurationis-defired-asPCFE for the product eenfiguration-which
is-expectedte-be-manufacturedHnmust at least be based on the largest-rumberproduct
model family.

PCF Requirements
The product carbon footprint result must include the following:

1. Inputs used in the assessment (at a minimum, lifetime of the product, amount of
electricity consumed in the use phase by the product per year, and significant product
model elements/parameters).

2. Totallife cycle carbon footprint and carbon footprint of the product’s life cycle stages
(at a minimum, manufacturing, use, transport, and end-of-life).

3. Explanation of uncertainty addressed either through a statistical assessment or
through a disclaimer statement.

Availability{Class-A-B)

The availability of PCF increases the transparency of PCF methods used and enables future
revisions.
€lassA

Publicly available
e Theresults of the PCF as defined in the PCF Requirements are publicly available and
can be downloaded free of charge.
e Alink to the download location is uploaded to TCO Certified Portal
Class B

Available on-demand
e Theresults of the PCF as defined in the PCF Requirements are available on-demand
from the brand owner.
e Instructions on how to retrieve the PCF is provided.
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Verification guideline
FerClass-Ac:In order to determine if a PCF can be considered as publicly available, the verifier
must:
1. Confirm that the PCF is available for download free of charge on the brand owners
PCF repository
or
2. Confirm a public statement on the brand ewnersowner's website, that at least all TCO
Certified products will have the results of the PCF available online during product
availability.
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3.6 Product carbon footprint reductions

Background

Research conducted by IT sustainability research and consulting erganisatienrorganization
PX3, on 707 unique IT product models from 42 manufacturers shows that many
manufacturers report no PCF value at all for several of their products. And for products that
report PCF values, different manufacturers have chosen different methods to make the
calculations. Add to this the complexity irof the supply chain. This means that comparisons
of PCF between products are more or less meaningless, and to draw correct conclusions
from the comparisons and make sustainability-focused purchasing strategies based on these
values meaningless also, and pessiblepossibly even misleading.

One way to overcome this, until all manufacturers publish comparable and verified PCF
values, is to look at average scope 3 calculations for different product types and instead focus

on activities reducing the

yeaftyproduct carbon footprint. Aﬁd%@%#%@%&ke%ﬁheﬁeﬂ@%s—teﬂe%uﬁky%edt@eeﬁ%%&eﬁ%
TFCO-Certified-hasjoined-forces-with-PX3-on-this-approach-

In order to incentivize reductions of the carbon footprint, a list of accepted best practice
i ttis included in TCO
Certified and expanded over time. The implementation of any solution on this list is then

verified en-a-productevel-by independent experts and presented-on-thecertifieatemay be

published by TCO Development as an estimated reduction of the Px3 value representing the
preduetproduct's carbon footprint.

solutions-—re

Applicability

All product categories.

3.6.1 Mandate

embodied PCHaswelasthetotalA comoarable Droduct carbon footorlnt value must be

estimated reduction-ofthe-PCHfor the certified product mustbe-verified-by-anindependent
expertand-presented-onthecertificateaccording to the Px3 methodology with any

implemented reductions subtracted.

Submit the following to an approved verifier:
e Documented proof of the implementation of theany claimed PCF reduction solution
covering the manufacturing of the certified product.
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Submit- The following tegether-with-the-applieationis submitted to TCO

Development:
e A copy of the verification report(s) from a verifier approved by TCO Development.
e All verified PCF reduction solutions, the period when the reduction is valid, and
the total estimated reduction of the PCF must be reported in TCO Certified
Portal.

The following is submitted to TCO Development and may be published:
e All verified PCF reduction solutions implemented and the total estimated
reduction of the PCF.

3.6.2 Clarification

The Px3 values estimated for certified products make comparisons between products

possible. This enables sustainability-focused purchasing strategies. For products where no

reduction solution has been implemented, the default Px3 value (without any reduction) will be

used for the certified product.

Claiming a reduction of the Px3 value
To claim a best practice solution on the list, a brand owner must provide documented proof of
implementation of the solution covering the production of the certified product.

Adding new best practices to the list
Other solutions may be added as they get approvedaccepted by TCO Development. A
description of the solution is then sent to an approved independent expert who will determine
if the solution fulfills the requirements or not. To qualify for the list of best practices, the
investigation must show that the proposed best practice solution:

e contributes to a measurable reduction of the total PCF that can be estimated as a

reduction of the Px3 value.

e s possible to verify in a credible way
e s not already industry standard but instead pushes the majority of brand owners to
improve their supply chains.
e s formulated so that it is not limited to a certain brand owner or proprietary
technology.
All the supporting documentation and the conclusion from the expert are then sent to TCO

Development, who will decide to update the list of best practices solutions.
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Px3 value and list of approvedbest practice solutions to reduce the PCF

The foltowing-Px3 value is the average product carbon footprint estimation that will be
presented when no reduction solutions have been implemented. The list of best practice
solutions that are appreved-teuseaccepted and will result in a reduction of the estimated PX3
value in the TCO Certified Product Finder-_can be found at:
https://tcocertified.com/industry/certification-documents/
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4 User health and safety

e A poorly designed IT product may cause discomfort and cause injury and health
problems for the user.

e Fire hazard, electric shock and explosions are some of the risks associated with
substandard products. They may also have a short lifespan which is negative from a
sustainability perspective.

e A safe and ergonomically designed IT product supports productivity and can meet the
user's needs longer.

Poor product design is a safety hazard

Product safety and functionality is fundamental to sustainability in the IT sector. Products that
are uncomfortable or unsafe to use often have a short lifespan which leads to pollution, e-
waste and high resource consumption. They may also cause health and safety problems for
the user. Examples of identified safety hazards include product overheating and risk of fire,
battery volatility which can lead to burning or explosion, and poor electrical safety design that

may increase the risk of fire or electric shock.

Our approach: verifying product safety, protecting the user
An IT product must be safe to use and should provide the user with the necessary function
and comfort for a long time. To be efficient, criteria for user health and safety aspects must

be specific, and tailored to each product category.

Criteria in chapter 4 focus on:
e Requiring that products are safe to use and that the user’s risk of injury is minimized.
e Making sure that any cases of burning, explosion and electric shock are prevented.

e Limiting specific risks through criteria adapted for each product category.
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4.1 Electrical safety

Background

IT products must be safe to use. Electrical safety refers to the electrical design of the product.
Electrical insulation and other arrangements must be in place to prevent the user from
touching live components. Faulty or inadequate electrical insulation can also result in an
electrical flashover that may cause a fire or an explosion.

Applicability

All products with built-in or external power supplies.

References
41.

4.1.1 Mandate

The product and external power supply/supplies must be certified according to ENAIEC
62368-1 edition 2 or newer.

Submit the following to an approved verifier:

e A copy of a valid CB certificate eranationateertificatefrom-a-EB-member{NEB)-for
the product.

Submit- The following tegether-with-the-applieationis submitted to TCO
Development:

e A copy of the verification report(s) from a verifier approved by TCO Development.

4.1.2 Clarification

For products classified as medical equipment, IEC 60601-1 version 3.2 or newer can be used
instead of ENAIEC 62368-1.
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5 Product performance

e Alow-performing product can reduce user productivity and satisfaction. It may
therefore be discarded prematurely.

e High energy consumption can lead to large emissions of greenhouse gases, which
contributes to the climate crisis.

e By taking both product performance and environmental factors into account, user

productivity can improve and the device can be in use for a longer time.

Low product performance reduces productivity and is a sustainability risk

Product performance is essential for user satisfaction and productivity. Low-performing
products are also problematic from a sustainability perspective — in many cases, these
products have a shorter lifespan, which leads to pollution, e-waste and high resource
consumption. Discarding products prematurely is often also more costly for the purchasing
organization.

Our approach: balancing product performance with energy efficiency

Product performance, user satisfaction and the development of more circular IT products are
interconnected. In order for IT products to be more sustainable, all these factors need to be
prioritized. Balancing product performance with energy efficiency is also important to reduce

the product's climate impact.

High-performance products can meet the user's needs for a longer period of time. This way,
the product's service life can be extended, which is an extremely important factor in reducing
resource consumption, reducing greenhouse gas emissions and the amount of e-waste
produced. Using the product for a longer time is also often better from an economic

perspective, and provides a lower total cost of ownership for the purchasing organization.

Criteria in chapter 5 focus on:
e Requiring that product performance is balanced with energy efficiency through

specific criteria for each product category.
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5.1 Energy efficiency

Background

The IT industry and people's IT usage are large sources of greenhouse gas emissions, which
remain the leading factor in climate change. As the volume of IT equipment in use grows,
greenhouse gas emissions are also increasing. Reducing the problem requires a number of

measures, of which energy-efficient products are one part.

This criterion focuses on energy efficiency in the use phase and helps purchasing
organizations independently verify that the IT product they source meets the energy efficiency
requirements of ENERGY STAR.

Applicability
Data storage products.

References
5.1.

5.1.1 Mandate
The energy efficiency and power supply requirements in version 2.0 of the ENERGY STAR®

program for data center storage must be fulfilled.
Submit the following to an approved verifier:
o—A eopysigned description of how to change the test+epert{s)i-from-alaberatery

e Submitenergy settings on the projector

The following tegetherwith-the-applicationis submitted to TCO Development:

e A copy of the test report(s), and a copy of the verification report(s) from a verifier

approved by TCO Development.

5.1.2 Clarification

The product must be tested according to version 2.0 (or a more recent version) of the
ENERGY STAR program for data center storage. Testing can be carried out at any test facility
accredited according to ISO 17025, but the test report must be verified by a verification
organization approved by TCO Development.
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Testing only needs to cover the energy efficiency requirements and the power supply
requirements of ENERGY STAR. The product does not need to be ENERGY STAR certified to
be certified according to TCO Certified.

Exceptions and special requirements

TCO Development also accepts all exceptions and special requirements, test methods, etc.
that are accepted by ENERGY STAR.

Products that are covered by other ENERGY STAR product specifications must be tested in

accordance with that specification.
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6 Product lifetime extension

e Inour current, linear way of producing and consuming products we take virgin natural
resources and make products from them which we then discard once we're done
using them — often after a relatively short time.

e Linearity leads to the loss of valuable and scarce natural resources, pollution and
extensive energy use that contributes to the climate crisis.

e Moving toward sustainable solutions means creating a system that is more

regenerative, where products and materials are kept in their intended use longer.

Linearity undermines ecosystems and the economy

Today, the common approach to the IT product life cycle is linear. Virgin materials are
extracted to make new products which are used and then discarded, often after a relatively
short time. In a majority of cases, materials are not recycled, and turn to waste. This linear
“take, make, use, dispose” model is not sustainable and largely inefficient from a resource
perspective. It depletes the earth’s natural resources, and creates enormous amounts of

hazardous e-waste.

Our approach: driving the development of products that can live longer

The best way to begin taking a more circular approach to the production and consumption of
IT products, is extending their usable life. For the IT industry, this means designing products
that are durable, built to last, upgradeable and repairable, making them more attractive for
reuse or secondary markets. Once a product has reached the end of its usable life, the

materials should be possible to recycle and use again in new products.

Criteria in chapter 6 focus on:

e Extending product life by requiring that products are durable, repairable and that spare
parts and repair manuals are available.

e Making sure batteries in mobile products live longer, are replaceable and easily can be
charged in a way that protects the battery from premature degradation.

e Enabling reuse of cables and reducing e-waste through requirements of standardized
connectors.

e Incentivizing the IT industry to produce longer-lasting products by requiring that a
product warranty must be in place on all markets where the product is sold.

e Preventing data leakage and promoting safe reselling of products through secure data

removal solutions.
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6.1 Product warranty

Background

atr-waterang-sotHsredueed-A precondition for an extended product lifetime is that the
product is of high quality. A product warranty provides the brand owner with an economic

incentive to design a durable product that lasts longer_ and to encourage users to keep their

products longer before replacing them.

Definitions
Brand owner: The company or organization owning or controlling the brand name.

Brand name: The name or sign, including but not limited to a trademark or company name,

used to identify, amongst users and customers, the manufacturer or seller of a product.

Product warranty: Covers defects existing at the time of delivery and those appearing after

delivery that are due to material or manufacturing faults. It does not cover damages due to

misuse or accidents. (However, functionality defects resulting from normal wear and tear,

such as battery degradation, fan and keyboard wear-down, etc. must be covered.)

MSRP: Manufacturer's suggested retail price

Applicability
All product categories.

6.1.1 Mandate
In all markets where the product is sold, the brand owner must:

e Offer the-possibility-of-a 5-year minimum available warranty, where a-minimur-ofat
least 1 year must be included free of charge.

e Each year of warranty, which is not included free of charge, must be offered for a
maximum of 15% of the eestferMSRP of the product and must be available for

purchase together with the product.
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Submit the following to an approved verifier:

e Alink to a public statement in English covering the warranty of the certified product.

e A completed and signed brand owner product form (chapter 11.4).

Submit- The following tegether-with-the-applicationis submitted to TCO
Development:
e A copy of the verification report(s) from a verifier approved by TCO Development.

The following is submitted to TCO Development and may be published:

e Minimum included product warranty in years

e Minimum purchasable extended warranty in vears

e Minimum total available warranty in vears (free + extended)

e The maximum cost (in % of product cost) per year for the extended warranty

e Alink to a public commitment on warranty covering the certified product

6.1.2 Clarification

The verifierbrand owner must see-decumentationprevirgprovide a link to a public statement
in English covering the avaitabitity-of-thereported-warranty-forthe-certified product, where the

brand owner commits to the minimum warranties on at-rrarketsany market where the

product is sold—, as well as information on how to purchase an extended warranty, for

example, directly from the brand owner's webshops or through a retailer.

If product components have different warranty periods, or if different warranty periods are

offered in different regions, the worst-case scenario (least number of years) must be repoerted:

produetstatement.

Warranty-period-(Years)

TFhis-isLink to a public commitment on warranty covering the certified product

The link must be functioning during the validity of the certificate. If the URL is changed, then it

must first be approved by TCO certified and the new URL added to the certificate.

Minimum included product warranty

This is the minimum number of years ef(at least 1 year) of product warranty that is included
for free areHmustbe-atteastFon all markets where the product is sold.
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FetalMinimum purchasable extended warranty-avaitabitity-rears)
This is the tetataumberminimum optional extension of years-ofthe product warranty-that
rrustbe-avatlable, offered for purchase tegetherwith the product iretadirgon all markets.

Minimum total available warranty
This is the years-freeworst-case combination of eharge’included product warranty” and rust
be-atHeast5-"purchasable extended warranty” on any market where the product is sold.

Maximum warranty cost per year (in % of product cost)
This is the maximum annual cost for the purchasable extended warranty;fortheyears-that
are-notincludedfree-efeharge-and must not exceed 15% of the MSRP cost of the product.
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6.2 Replaceable components

Background

Extending the lifetime of IT products is the most effective way to reduce their environmental
impact. Components that often break or become outdated may limit the total lifespan of the
product and must be replaceable. By-making-theseeriticalreplaceable-components-available
anaBy providing the user with clear instructions on how to exchange-themreplace these
critical components, IT-products can live longer.

Definitions

CPU: Central processing unit.

GPU: Graphics processing unit.

RAM: Random access memory.

Storage: Any computing hardware that is used for storing, porting, and extracting data files
and objects, including temporary and permanent storage of information (SSD, HDD, RAM).
Display assembly: Main display panel.

All batteries: Defined as all batteries with one or more cells that are installed in the product.
System board: Also referred to as the motherboard.

Keyboard: Built-in keyboard.

External/Internal PSU: The power supply unit used to convert AC to low voltage DC power for
the internal components of the product.

Critical, replaceable components: Components that are crucial for the functionality and have a
high risk of failing during normal use. Components that are defined as critical, replaceable

components (per product category) are listed in the clarifications section of this criterion.

Applicability

All product categories.

References
6.1, 6.2.
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6.2.1 Mandate

e The brand owner must provide a service manual describing how to replace at least all
critical replaceable components. The service manual must be available for anyone to

read, free of charge.

Submit the following to an approved verifier:
e A completed and signed brand owner product form (chapter 11.4)
e Alink to the service manual on the brand owner website or a pdf of the material that
will be published there during the validity of the certificate

Submit-The following together-with-the-applicationis submitted to TCO
Development:
e A copy of the verification report(s) from a verifier approved by TCO Development,
including the link and instructions on how to locate the service manual.

6.2.2 Clarification

Replaceable parts management
e The brand owner must provide a service manual including step-by-step instructions
and component descriptions for the disassembly and assembly.
o External PSU, charger, and AC Adapters are exempted from the disassembly
instructions.
o Ifinstructions on how to replace all critical replaceable components (listed
below) are included in the user manual, no additional service manual is needed
to comply with the mandate 6.2.1.
e Board diagrams must be available for professional repairers free of charge.

e Acritical, replaceable component must be possible to replace with an equivalent
component. However, the replacement component does not have to be identical to the
original component.

e Instructions on how to replace the critical components must be available online during
the validity of the certificate.

e |f acritical component is soldered, step-by-step instructions are not needed, however it
must be stated that the component is soldered in the service- or user manual.

e For data center products (Servers, Storage products, Network equipment), if one or

more critical replaceable component(s) are part of a controller canister or system
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board, the controller canister or system board must be treated as the critical
component.

Headband cushions which are molded do not need to be replaceable. Headband
cushions designed to be snapped/mounted (for eg, with adhesive) shall be
replaceable.
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Critical replaceable components:

The critical replaceable components listed below must only be made available if they are

included in the certified product.

Displays

Connectivity cables

Power cables

External PSU

System board/motherboard
Display panel assembly

Tablets

Battery

Display Panel/display assembly
External/internal PSU

All-in-one PCs Smartphones

CPU Battery
External/internal PSU Display Panel/display assembly
Storage (SSD, HDD, ODD) Charger

System memory (RAM)

System board/motherboard

Notebooks Headsets

Battery Battery

Display Panel/display assembly External/internal PSU
Storage (SSD, HDD) Earloop

System memory (RAM) Neckband
External/internal PSU Ear tips

External/internal PSU
Storage (SSD, HDD, ODD)
System memory (RAM)
System board/motherboard

Keyboard Ear cushions
System board/motherboard Microphone shield
Headband
Desktops Projectors
CPU The light source (except lasers)
GPU (PCle) Filters

External PSU
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Servers

System boards(s)
Storage (i.e. SSD, HDD)
CPU

RAM

Network device

PSU

Fan module(s)
Connectivity cables
Rack rails

Cable management arms

Storage products

System board(s)

Storage (i.e. SSD, HDD)

Storage controller (i.e. RAID controllers)
PSU

Fan module(s)

Batteries

Connectivity cables

Rack rails

Cable management arms

Network equipment
System board(s)
Storage (i.e. SSD, HDD)
PSU

Fan module(s)
Expansion module(s)
I/0 module(s)
Connectivity cables
Rack rails

Cable management arms

Component table

Componenttable
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6.3 Secure data removal

Background

By reusing IT products, their usable life can be extended which is an effective way of reducing
their environmental impact. However, fear of confidential data leakage often prevents
companies and individuals from making their products available on the second-hand market.
By providing software that wipes the storage of the device, the owner can more safely
recirculate their product.

Definitions

Brand owner: The company or organization owning or controlling the brand name.

Brand name: The name or sign, including but not limited to a trademark or company name,
used to identify, amongst users and customers, the manufacturer or seller of a product.
Media sanitization: refers to a process that renders access to target data on the media

infeasible for a given level of effort.

Applicability
Notebooks, network equipment, desktops, all-in-one PCs, servers, data storage products,

smartphones and tablets.

Reference
6.7.

6.3.1 Mandate

The brand owner must provide a media sanitization solution, either by:
Pre-installing it on/in the product before it is shipped.
Providing the software for download on their webpage, free of charge.
Providing a direct link on their own webpage to an external webpage where the
software is available for download, free of charge.
Providing a remote secure data removal service upon request, free of charge.
5. Providing an on-site secure data removal service upon request, free of charge.
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technotogy-method of “Clear” in IEEE P2883. Users must be able to use it at least once, free of
charge.

OR

6. Pre-installed data encryption technologies that allow for erasure or removal of the

encryption keys.

Submit the followi verifier:

Instructions on how to use this functionality, the techniques used and the secure data deletion

standard(s) it supports must be provided in the user manual and/or by a web link to the

manufacturer's webpage.

The following is submitted to TCO Development:

e A completed and signed product form (chapter 11.3).

Submit the following together with the application to TCO Development:
e A copy of the verification report from a verifier approved by TCO Development.

6.3.2 Clarification

Pre-installed data encryption technologies must have a security stronger or equal to: AES
encryption algorithm in cipher block chaining (CBC) or XTS mode with a 128-bit or 256-bit key.
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7 Reduction of hazardous substances

e Hazardous substances used in IT products are-a-risk te-human health and the natural
environment.

e Legislation is lagging and focuses on banning substances, but the substitutions can
be just as hazardous; or even worse.

e TCO Certified drives transparency and knowledge-sharing, developing pathways to

safer alternatives.

Hazardous substances — a risk to human health and the environment

No one knows how many chemicals are in use today. What we do know is that very few of
these substances have been studied for their impact on humans and the environment.
Examples of potentially hazardous substances are plasticizers, flame retardants and
stabilizers, often used in components, cables and other plastic parts. These substances risk
leaking out in the natural environment, both in connection with manufacturing, and when

products and their packaging are incinerated, placed in landfill or recycled in an improper way.

Keeping hazardous substances out of products is also important-atse from a circular
perspective. Contaminated materials cannot be responsibly recycled and reused in new
products; and risk therefore being incinerated or discarded, adding to the enormous e-waste

problem.

Our approach: guiding the IT industry to safer alternatives

For a long time, TCO Certified has restricted the use of harmful substances with criteria that
go beyond RoHS. However, simply banning substances isn’t enough. A banned substance
may be replaced with another that is equally harmful; or potentially even worse. Therefore, we
need better information about substances before they are being used. With TCO Certified, a
chemical is considered a high risk until it is proven to be otherwise. GreenScreen® for Safer
Chemicals is used to identify a pathway to safer alternatives.

Criteria in chapter 7 focus on:

e Reducing or eliminating the use of hazardous substances in IT products and their
packaging; beyond RoHS.

e Requiring that all flame retardants, plasticizers and stabilizers are assessed by an
independent toxicologist and benchmarked as a safer alternative before being used in
certified products. The same principle applies also to process chemicals, covered in
chapter 2.
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e Increasing transparency and making safer alternatives the mainstream choice by
collecting all approved substances on the public and dynamic TCO Certified Accepted
Substance List.
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7.1 Heavy metals

Background

Electronic devices contain hazardous substances like heavy metals and brominated flame
retardants. The effects of cadmium, mercury, lead and hexavalent chromium are well
documented as substances hazardous both to human health and the environment. They may
cause problems, both in the manufacturing phase where workers or the environment can be
exposed, and at the material recovery, where uncontrolled recycling can cause the release of
toxins such as dioxins and furans.

This criterion is harmonized with EU RoHS Directive (2011/65/EU), except that in TCO
Certified, mercury is not allowed in lamps. As TCO Certified is a global certification, this also
affects products sold outside the EU.

Applicability

All product categories.

References
7.1,7.2.

7.1.1 Mandate

The product must not contain cadmium, mercury, lead and hexavalent chromium

Exemptions are according to EU Directive 2011/65/EU (RoHS) and the documents supporting

the directive, except that mercury in lamps is not permitted.

The maximum concentration values tolerated by weight in homogeneous materials are 0.01%
for cadmium, 0.1% for mercury, 0.1% for lead and 0.1% for hexavalent chromium according to
EU RoHS Directive (2011/65/EU annex Il) and the documents supporting the directive.

The limit value for batteries is 0.0005 % for mercury, 0.002 % for cadmium and 0.004 % lead
per listed part, according to Ed-Bireetive 2806/66/ECRequlation (EU) 2023/1542.

Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3).
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Submit-The following together-with-the-applicationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development.
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7.2 Halogens

Background

Halogenated substances are often persistent and can bio-accumulate in living organisms.
They are problematic from both a human health and environmental perspective throughout
the product life cycle and should be phased out. Workers may be exposed during
manufacturing. Substances risk leaking out into the natural environment at end of life. PVC is
by far the most common halogen-containing plastic.

Definitions

An electronic component is considered an individual part or combination of parts that, when
together, perform a design function(s}:) and are typically directly attached to a printed circuit
board. Internal and external power supplies are not included in the definition.

Product housing protects internal components and safeguards the user against injury from

these electrical components. Product safety standards define these safeguards as different
types of protective enclosures. These enclosures are added to safeguard against electrical
shock, high temperatures, fire and mechanical (moving parts such as the fan), and radiation
(such as any internal laser), whilst also protecting internal parts.

Printed circuit board (PCB) or printed wiring board (PWB) laminate is a printed board that
provides point-to-point connections.

Power board or power PCB regulates the power leading to the device, converting alternating
current to direct current

Polybrominated biphenyls (PBB) and polybrominated diphenyl ethers (PBDE) are restricted in
the EU RoHS Directive (2011/65/EU) due to the hazardous properties of these substances.
Hexabromocyclododecane (HBCDD) has been identified as a substance of very high concern
in accordance with EU REACH criteria due to PBT (persistent, bio-accumulative, toxic)
properties.

External cables delivered with the product: Cables that provide power to the product and
tecables that connect the product to an external peripheral (USB-USB, HDMI-HDMI, HDMI-DP,
VGA-VGA, etc).

Applicability

All product categories.

References
7.2,7.3.
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7.2.1 Mandate

1. Product housing parts above 0.5 grams, printed circuit board (PCB) laminates and
external cables delivered with the certified product must not contain intentionally
added (additive or reactive) halogenated flame retardant, plasticizer or vinyl polymer
stabilizer substances.

Exempted are all other parts, such as electronic components and PCB laminates
sealed inside electronic components.

2. The product must not contain PBB, PBDE and HBCDD. No parts of the product are
exempted.

3. Thelargest PCB by area in the power supply unit (internal/external) must be tested for
bromine and chlorine; (see clarification below).

Maximum concentration values tolerated for a non-accepted substance (including
decaBDE) is 0.1% by weight of the material in homogeneous materials.

Fluoroorganic additives, used to modify the dripping behavior of plastics in fire
conditions or to improve the processing behavior, are exempted provided that they do

not exceed 0.5% by weight of the material in homogeneous materials.
Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3).
e A copy of the test report(s) from any laboratory accredited according to ISO 17025

Submit-The following together-with-the-applicationis submitted to TCO
Development:
e A copy of the test report(s) from any laboratory accredited according to 1ISO 17025
and a copy of the verification report(s) from a verifier approved by TCO Development.

7.2.2 Clarification

1. Applies to product housing parts above 0.5 grams. This includes the product stand and the
housing of the external power supply. The internal or external power supply socket or inlet is
included in the definition of product housing.

PCB laminates completely sealed within an electronic component are exempted.
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External cables delivered with the product are considered cables thatare-provided to supply
power to the product and-+te connect the product to an external peripheral (USB-USB, HDMI-
HDMI, HDMI-DP, VGA-VGA, etc).

See mandate for non-halogenated substances for the requirements on safer substitution.

2. Applies to the whole-efthe product, including components, parts and raw materials in all
assemblies and sub-assemblies, such as batteries, paint, surface treatment, plastics,
electronic components and printed wiring boards.

3. Applies to the testing for bromine and chlorine where the following is required:

The largest PCB by area in the power supply unit must be tested for bromine and chlorine. The
PCB must be tested in its final state with PCB laminates included but does not need to be
tested with electrical components attached. Testing must be conducted through either IEC
IEC 62321-3-1:2013, 62321-3-2:2020 or EN14582 by an ISO 17025 accredited laboratory.
If the same PCB is used in multiple products, a test report may be used for multiple products
if traceability between the tested sample and the product is verified.

e If indications of bromine or chlorine >0.1% are discovered, the applicant must proceed

with additional testing r-erderto prove compliance with this criterion.
e |f the concentration of a detected substance is <0.1%, then no additional testing is

needed.
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7.3 Non-halogenated substances

Background

Hazardous non-halogenated substances are problematic in the manufacturing and material
recovery phases where workers and the environment can be exposed, leading to beth-human
health and environmental risks. Fhepurpese-of-This criterion isaims to increase the
knowledge of which non-halogenated substances are used in certified products, how
hazardous they are to human health and the environment, and to drive a shift toward less
hazardous alternatives.

This mandate uses the chemical hazard assessment and decision logic framework
GreenScreen® for Safer Chemicals, developed by the non-profit organization Clean Production
Action (CPAY.), and the ChemFORWARD hazard banding system based on the Cradle to Cradle
Material Health Assessment Methodology.

GreenSereen-critertaarein-ineBoth methods align with international standards and
regulations that assess thechemicals' human health and environmental risks-ef-chemieals.

These include the Regulation on the classification, labelling and packaging of substances and
mixtures (CLP), the Globally Harmonized System of Classification and Labelling of Chemicals
(GHS), OECD testing protocols, European REACH Regulation that includes RoHs, POPs,
SVHCs and the U.S. EPA’s Design for Environment (DfE) Alternatives Assessment.

Definitions

Licensed GreenScreen Profilers: and ChemFORWARD qualified assessors: Independent
toxicology firms licensed/qualified by CPA/ChemFORWARD to provide GreerSereent
assessment services for a fee to clients.

TCO Certified Accepted Substance List: Public list of independently assessed safer available

~ ) ~
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An electronic component is considered an individual part or combination of parts that; when
together, perform a design function(s) and are typically directly attached to a printed circuit
board. Internal and external power supplies are not included in the definition.

Product housing protects internal components and safeguards the user against injury from

these electrical components. Product safety standards define these safeguards as different
types of protective enclosures. These enclosures are added to safeguard against electrical
shock, high temperatures, fire and mechanical (moving parts such as the fan), and radiation
(such as any internal laser), whilst also protecting internal parts.

External cables delivered with the product: Cables that provide power to the product and
tecables that connect the product to an external peripheral (USB-USB, HDMI-HDMI, HDMI-DP,
VGA-VGA, etc).
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Applicability

All product categories.

References
7.4,7.5, 7.6.
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7.3.1 Mandate

Product housing parts above 0.5 grams, printed circuit board (PCB) laminates and external
cables delivered with the certified product must only contain intentionally added (additive or
reactive) non-halogenated flame retardants and vinyl polymer stabilizers that appear on TCO
Certified Accepted Substance List.

All substances of a flame retardant and stabilizer mixture must be accounted for. Non-
accepted substances must not exceed concentration levels of 0.1% by weight of the flame
retardant and stabilizer.

Exempted are all other parts, such as electronic components and PCB laminates sealed inside

electronic components.

Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3).

Submit-The following together-with-the-applicationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development.
e A document copy or access to a database copy of the certified assessment report

conducted and issued by a licensed GreenScreen Profiler.

7.3.2 Clarification

Applies to product housing parts above 0.5 grams. This includes the product stand and the
housing of the external power supply. The internal or external power supply socket or inlet is
included in the definition of product housing.

Only PCB laminates completely sealed within an electronic component are exempted.
External cables delivered with the product are considered cables thatare-provided to supply
power to the product, and to connect the product to an external peripheral (USB-USB, HDMI-
HDMI, HDMI-DP, VGA-VGA, etc).

TCO Certified Accepted Substance List

Non-halogenated flame retardants can be used in certified products once they receive an
accepted GreenScreen benchmark or ChemFORWARD hazard band, and appear on the public
TCO Certified Accepted Substance List. GreenScreen berehmark-seere-ofbenchmarks 2, 3 or
4 assigned by a licensed GreenScreen profiler or hazard bands A, B or C assigned by a
qualified ChemFORWARD assessor are accepted to appear on the-pubtie-TCO Certified
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Accepted Substance List. {A GreenScreen benchmark U may only be accepted when the
“worst case scenario” for data gaps is considered te-be-a benchmark 2 or above-). The list is
dynamic, which allows new substances that have undergone a valid assessment to be added

at any time. Accepted substances may be reassessed in light of new scientific findings.

FEo-bevelopmentand-CleanPreduetion-Aection{EPArmust have access to a copy of the
GreenScreen and ChemFORWARD assessment reportreports before the substance can be

added to TCO Certified Accepted Substance List-avattable-at-.

Conformity procedure

e If all substances relevant to this mandate are confirmed by suppliers to be on TCO
Certified Accepted Substance List, complete the product form 11.3 and submit it to an
approved verifier. When the verifier considers all documentation te-be-compliant, they
will issue an environmental verification to the applicant.

e [f any substance relevant to this mandate does not yet appear on TCO Certified
Accepted Substance List, then it must be added before approval can be given by a
verifier. An extended time period to comply can be applied fer-here (see “Applying for

an extended period...” below).

e AddingaTCO Development will require manufacturers to disclose substance to-the

details used in randomly chosen products. To verify that the obligations according to

this mandate are fulfilled CASNR disclosure and laboratory assessments of selected

parts will be conducted to assess the completeness, quality and validity of a

benchmark score.
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Get a substance assessed and added to TCO Certified Accepted Substance List:

First, determine if the substance is restricted or already has a valid assessment

available.
a. Contact TCO Development direethy-to see if we-have-any-additionaHnformation
on-the-substanceReasonsforthesubstanece's-absencecanbethatthe
substanee-hasreeeived-benrehmarkt—thatrothe substance is restricted.

1—Visit TCO Certified Potential Candidate List to see if a previous assessment has been

b. HFCSO-Developmentreguirescompleted and the substanee-te-be-benchmarked;
werecommend-thatyouprofiler/assessor that completed it.

c. Visit the GreenScreen Assessment Registry or contact yeursupphers-and
informthermthatthe- ChemFORWARD to see if a valid assessment is available.

If the substance wil-reedneeds an assessment byand depending on the chemical

hazard assessment method chosen, a licensed GreenScreen profiler—Fhelist-of
lieensedproefiters-eanbe is found on the Clean Production Action websiteat-, and a
qualified ChemFORWARD assessor is found on the ChemFORWARD website.
A-draftreportpersubstanee{notperproduet-is-Next, an extensive chemical hazard

assessment will be assembled by the fieensed-profiler/assessor from the available

information (literature search, structural similarity comparison, expert judgmenty.)

covering human and environmental toxicology endpoints in accordance with

GreenScreen or ChemFORWARD requirements
HistheldieensedThe profilerthat/assessor sets the benchmark-seere/hazard band per
relevant substance,whieh+s. The assessment report is then valid for atHeastup to five

years.
BenehmarkComplete assessment reports must be submitted to TCO Development for

final approval before a substance is added to TCO Certified Accepted Substance List.
A-copy-mustalso-be-made-avaitable to-CPRA-

When the final-approvaHs-complete FCO-Developmentwilladdthe-substance is
added to the TCO Certified Accepted Substance List, shewing-it shows only the
substance’'s name, CASRN, type; of additive,| benchmark-seere/hazard band, date of

the assessment and profiler/assessor company name.

Once a substance is added to the list and the environmental verifier identifies them:

thenit, they will issue the environmental verification-te-the-applicant{see-abevepointt:
ITINIY: = . ]

A substance being removed from TCO Certified Accepted Substance List:
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e When the validity of a GreenScreen/ChemFORWARD assessment (5 years) has

expired and not been updated, TCO Development will consider that the substance is
no longer being used on certified products. In this case, the procedure-is-as
fellews™-substance will be moved to TCO Certified Potential Candidate List.

e |f a substance benchmark/hazard band has been degraded during the 5 vear validity

to a non-accepted benchmark/hazard band, it must be removed. The substance can

continue to be used for up to 18 months from the degraded date. The removal date
will be visible on TCO Certified Accepted Substance List.

Applying for an extended period-of-time to substitute or add a substance to TCO
Certified Accepted Substance List

Applicants signing the mandate havethe-eptiontocan seek an extended period-ef-tirre-in
erder to complete assessments or substitute restricted substances. Upon request for an
extension, the applicant isreguirectemust complete a risk assessment questionnaire and
submit it to TCO Development. The risk assessment requires the applicant to clarify why an
extension is necessary, provide information on the chemical and its substitute-irguestion, and
include a timeline for completing the assessment and/or substitution-te-be-compteted:. If an
extension application is not granted, the applicant isregtiree-tomust ensure that all used
flame retardantsptastieizersretardant, plasticizer or stabitizersstabilizer formulations only
include substances-thatare on TCO Certified Accepted Substance List before an
environmental verification can be issued for the product model-by-ar-environmentatverifier. If
the-agreedan extension due date is exceeded without conformity, therthe-environmentat
verifier must contact TCO Development and a course of action will be decided after discussing

the issue with the applicant.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
118 (136)



7.4 Plasticizers

Background

Plasticizers are increasingly associated with negative environmental and human health
impacts. RoHs is a restricted substances list that, beginning in 2019, restricts the use of four
phthalates. TCO Development is committed to taketaking a much broader approach by
identifying and restricting not only these four; but all substances of high concern used in IT
products. Our criteria are, therefore, designed to make sure that replacement substances are
independently assessed as safer alternatives; and that transparency increases. The full list of

safer alternatives is available on tcocertified.com.

This mandate uses the chemical hazard assessment and decision logic framework eatieg
GreenScreen® for Safer Chemicals, developed by the non-profit organization Clean Production
Action (CPAY.), and the ChemFORWARD hazard banding system based on the Cradle to Cradle
Material Health Assessment Methodology.

GreenScreen criteria are-ir-Hrealign with international standards and regulations that assess
chemicals on their human health and environmental hazards. These include the Regulation on
the classification, labelling and packaging of substances and mixtures (CLP), the Globally
Harmonized System of Classification and Labelling of Chemicals (GHS), OECD testing
protocols, European REACH Regulation that includes RoHs, POPs, SVHCs and the U.S. EPA's
Design for Environment (DfE) Alternatives Assessment.

Definitions

Plasticizer: An additive to a polymer (plastic), to increase its flexibility, transparency, durability,
or longevity.

Phthalates: The most common type of plasticizer in PVC cables.

Licensed profiters:GreenScreen Profilers and ChemFORWARD qualified assessors:
Independent toxicology firms licensed/qualified by CPA/ChemFORWARD to provide
GreenSereen-assessment services for a fee to clients.

TCO Certified Accepted Substance List: Public list of independently assessed safer available

internal parts-efthe-produet.. This includes the product stand.
An electronic component is considered an individual part or combination of parts that; when

together, perform a design function(s) and are typically directly attached to a printed circuit

board. Internal and external power supplies are not included in the definition.
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External cables delivered with the product: Cables that provide power to the product and te
connect the product to an external peripheral (USB-USB, HDMI-HDMI, HDMI-DP, VGA-VGA,
etc).

Applicability

All product categories.

References
7.4,7.5,7.6.

7.4.1 Mandate

e Product housing above 0.5 grams and cable and wire insulations must only contain
intentionally added plasticizers that appear on TCO Certified Accepted Substance List.
Exempted are connectors and wires sealed inside electronic components.

e The product must not contain Bis (2-ethylhexyl) phthalate (DEHP), Butyl benzyl
phthalate (BBP), Dibutyl phthalate (DBP), and Diisobutyl phthalate (DIBP).

No parts of the product are exempted.

All substances of a plasticizer mixture must be accounted for. Non-accepted ingredients must

not exceed concentration levels of 0.1% by weight of the plasticizer.

Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3).

Submit-The following together-with-the-applicationis submitted to TCO
Development:

e A copy of a verification report from a verifier approved by TCO Development.
e A document copy or access to a database copy of the complete assessment report

conducted and issued by an approved GreenScreen licensed profiler.

7.4.2 Clarification

The mandate applies to the-product housing above 0.5 grams. There is no weight threshold
for cable and wire insulations. This includes internal and external power supply housing and
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external cables. Only wires thatare-enetosed-nstdecompletely sealed within an electronic
eomponentscomponent such as a HDD, SSD and ODD are exempted.
Examples of cables and wires thatareinetadedinclude: Internal product cables that

interconnect between components and are detachable at both ends, such as power; and
data/signal cables. Cables permanently attached to electronic components, such as fans and
speakers. External cables delivered with the product are considered cables that-are-provided
to supply power to the product and-+e connect the product to an external peripheral (USB-USB,
HDMI-HDMI, HDMI-DP, VGA-VGA, etc).

TCO Development ard-Clean-Preduction-Action{EPA)must have access to a copy of the
GreenScreen and ChemFORWARD assessment repertreports before the substance can be

added to TCO Certified Accepted Substance Listavaitable-at-.

For more clarifications on adding substances to TCO Certified Accepted Substance List;
conformity-procedure,rulesforadding-a-substanee and applyirgferan-extended-period-of
timefor-substances-noton-thelistreferto-clarifications-underthe mandateaccepted hazard

assessment frameworks, see non-halogenated substances 7.3 clarifications.
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7.5 Hazardous substances in product packaging

Background

The use of hazardous substances in packaging materials is problematic and should be
minimized. It poses a risk to human health and the environment, not least because packaging
materials have a short lifespan and generate large volumes of waste. Several hazardous

substances are regulated in many countries, and the use of them should be phased out.

Applicability

All product categories.

References
7.7.

7.5.1 Mandate

The packaging material must not contain lead (Pb), cadmium (Cd), mercury (Hg) or
hexavalent chromium (Cr6). Plastic packaging material must not contain organically bound

halogens.

Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3).

Submit-The following togetherwith-the-applicationis submitted to TCO
Development:
e A copy of a verification report from a verifier approved by TCO Development.

7.5.2 Clarification

Limit values are according to Directive 94/62/EC on packaging and packaging waste.
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8 Material Recovery

e More than 50 million metric tons of e-waste is generated every year and only a small
amount is handled in a safe way.

e This leads to pollution, human health hazards and the loss of valuable finite resources.

e For amore sustainable life cycle, products and materials must be recovered and

reused to a much larger extent.

Material waste — a multi-faceted sustainability issue

Today's unsustainable handling of e-waste leads to pollution, health hazards and the loss of
valuable natural resources, such as copper, gold and rare earth metals. According to the
United Nations University, electronic waste is the fastest growing waste stream in the world,
with more than 50 million metric tons generated every year. It is estimated that only 20
percent of the waste is handled in a proper way. The rest is unaccounted for and risk being
incinerated, placed on scrap heaps, or illegally exported to developing countries, often to
destinations lacking effective legislation that regulates how e-waste should be managed. In
these countries, products are manually disassembled, burned in the open air or dissolved in
acid by local laborers including children, without adequate protective equipment — leading to

severe health problems.

The packaging is also a sustainability issue. Packaging material has a short lifetime and
generates large volumes of waste. Using several types of materials that are difficult to

separate makes recycling a challenge.

Our approach: prevent e-waste and recover materials safely

The most important way of reducing e-waste is to use products longer. Read more about this
in chapter 6. Once products have reached the end of their usable life, they must be collected
for remanufacturing, refurbishing or recycling. Product packaging must be designed in a way

that enables reuse and recycling.

Criteria in chapter 8 focus on:
e Saving natural resources and limiting hazardous waste by requiring that all packaging

materials must be easily separable if not reusable.

o Gatheringinformation-onrwhichlncrease the use of post-consumer recycled plastics in

product packaging when it is not possible to substitute them with other non-plastic

materials.
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e [Ensuring that brand owners actively participate in e-waste reduction through offering
product take-back sekemesin all sales countries and utilizing a significant portion of
certified reuse and recycling facilities-are-used-today, to-prepareforfuturecriteriaon
matertatrecovery.
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8.1 Product packaging

Background

Packaging is a well-known environmental problem that is regulated in many countries
worldwide. Packaging material has a short lifetime and generates large volumes of waste.
AbeutMore than 50% of global waste ends up in landfills or open dumps.

e Toreduce the waste generated by packaging materials, it shall be possible to separate
them into single material types without the use of tools so that material can be
recycled instead of becoming waste.

o PlastiesthatdegradesEven for packaging materials that may be separated into single
materials, little of the plastic is properly recycled. Plastics that degrade into

microplastics should be prevented from entering landfills or waterways, as the

incomplete degradation process leads to the accumulation of highly mobile

mlcroplastlcs in the environment. %eﬁheﬁaekagrﬁgﬁra%eﬁaﬁm%eﬂds—t@ﬂs—waﬁe

Definitions

Applicability

All product categories.

8.1.1 Mandate

e All parts of the packaging of the certified product weighing more than 25 grams must

be possible to separate into single material types without the use of tools.

product packagingr<-+okg
o Packagingmaterialmusteensist solutions that are comprised of minrimum-80%

biodegradable-materials> 20% plastic, by weight of the-worsteaseall packaging
sotgtiormaterials, the following must be fulfilled:
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o Products with a = 50% of the total weight, including the power supply and cables
twithewtplastic packagingy>+6-+«g
o—Packaging-material must eonsistef-mintmurm-50%biedegradable-raterials by
weightbe composed of the-werstease-packaging-setdtion
o—of
o Fackachg ralets s cons sk ol 2 it 905 sosicosmmer-posl-

consumer recycled eententplastics, by weight.

Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3)

e Completed post-consumer recycled content template - packaging section.

The following infermation-must-beis submitted with-the-applicationto TCO
Development:

e A copy of the verification report(s) from a verifier approved by TCO Development.

The following is submitted to TCO Development and may be published:

e Total weight of all packaging materials

e Total weight of all plastic content in the packaging solution

e Total weight of post-consumer recycled plastic materials

e Percentage of post-consumer recycled plastics

8.1.2 Clarification

Packaging solutions that contain more than one individual product are not covered by the

mandate, such as bulk packaging solutions.
Document proof from the material vendor must be provided for packagingprotuets-or

e ~
cl cl oguad vy oToOUCTgTrataioic; Y

naturat-elements-within-a-shorttime-after-disposal—typically-a-yearortess-each part

containing post-consumer recycled plastics if it is to be included in the PCR percentage.

A A A
C O I V10 cl W AWAAY ara—d

If no proof exists, then 0% must be reported.

The following information must be submitted to an approved verifier

For each packaging part with-a-weight—=-25-gramsweighing more than 0,5g, the following
must be reported in the PGRtemptate’postconsumer recycled content & packaging template”,

packaging tab:
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o—NameofpartorPartib

e Material manutacturername-Type

e Weight of part-{grarms)

e Weight of biotegradablecontentplastics in part
o—\Weight of pesteensumer+eeyeledplasties

e A-PCR#plastic content

e PCR material manufacturer name

e PCR material identifier

The post-consumer recycled content & packaging template is available at
tcocertified.com/certification-documents
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8.2 E-waste management—Revised

Background

Enormous amounts of e-waste is generated every year. It is one of the world’s fastest growing
waste streams, and much of it is exported to developing countries, burdening local
communities with this global problem. Unsafe handling of e-waste causes pollution, human
health hazards and the loss of valuable, finite resources. The Basel Convention governs the
export of many types of electronic waste, however, it is not properly implemented in all
countries. To help reduce the e-waste problem, manufacturers need to provide mechanisms
to take back their products. This is consistent with the principle of individual producer
responsibility, where each manufacturer is financially responsible for managing its own
branded products at end-of-use. The purpose of this criterion is to influence the expansion of

better electronic waste management practices to more countries.

Applicability
All product categories.

8.2.1 Mandate

By-the-end-of-Augusteach-yearthe- The brand owner must repertannually complete the e-
waste management template and fulfil-thefollowing-forthe previous-catendaryear-globaly
fereach-prove that:
In all countries where the certified product—Fhis-appliesunti-one-yearafterthecertificate
Part-1-Report

Q—NFeeu%@Hheee%Hﬁed—aFeéaets—wefe is sold-n

e Thenameof, the brand owner offers product take- back%ystemﬁeﬁeﬁéed—pfedﬁeef
. f f : ;

o ThenameandaddressAt least 40% of theall first-tier reuse- and recycling facilities

i met-used by the

faeitities{-e-non-EPR take-back systems are certified according to R2, e-Stewards,

WEEELABEX, EN50625, or equivalent)..

And
Part-2—Fulfill
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Submit the following to an approved verifier:

e A completed and signed brand owner product form (chapter 11.4).
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o SubmitA filled-out TCO Certified E-waste management template covering the previous

calendar year.

The following tegetherwith-the-applicationis submitted to TCO Development:

e A copy of the verification report(s) from a verifier approved by TCO Development.
e The e-waste management template must be uploaded annually in TCO Certified Portal

8.2.2 Clarification

instead-efReporting period

The reporting manufactaring-votumesmust be submitted by 31 August each year. Each
reporting period is the previous calendar year. The reporting applies until one year after the

certificate has expired.

Reporting and verification guideline

The brand owner must complete the E-waste template. In this template the brand owner will

provide the following information:

1. The number of certified products that were manufactured.

2. The take-back volume of products (in numbers) by the brand owner for each eertified

produetrepertingray-be-doneby-combinirg-product category. (take-back carried out

by EPRs systems, which is mandatory/approved by local law/government are

excluded)

a. The number of products processed for Reuse

b. The number of products processed for Recycling

3. The name and weblink to all used take-back systems (EPR and non-EPR).

4. All countries in which the certified products within-each-productecategorywere

sold together with one take-back system covering the country.

25. ReuseThe name and address of all first-tier reuse- and recycling facilities that
i i-the mandate:

WL WA

are-used by
non-EPR take-back systems to process the products.

a. The certificates held by the first-tier reuse- and recycling facilities used to
process the products. (i.e. R2, e-Stewards, WEEELABEX, EN50625, or

equivalent.)

The e-waste management template can be found at https://tcocertified.com/certification-

documents/kttps#Ateocertified-comfeertification-doeuments/

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
130 (136)


https://tcocertified.com/certification-documents/
https://tcocertified.com/certification-documents/

ificationThe number of sustainability performance-indicator(s)

Ratio-of compensated-versuscertified products that were manufactured produets
{Class-A-G)

For-can be reported per product category-applicabilitysee-the-correspondingFcO-Certified

For Part 2 - Point 1 - The take-back can be handled by an EPR or by the Brand owner.

TCO Certified - Generation 10, for data storage - draft 2 - 2024 © TCO Development AB. All rights reserved.
131 (136)



8.3 Material coding of plastics

Background
The best way of reducing IT products’ environmental impact is to extend product life through
reuse. Once this no longer is possible, the materials must be recycled. By coding the plastic

parts, recycling is made easier and the materials can be used in new products.

Definitions

Plastic parts are parts made mainly of plastics, e.g. the product housing. Parts containing
other materials in any significant amounts, e.g. cables with metal conductors, are not included
in the definition.

Printed wiring board laminate is a printed board that provides point-to-point connections but

not printed components in a predetermined configuration on a common base.

Applicability
Displays, desktops, all-in-one PCs, projectors, servers, network equipment, data storage

products, Imaging equipment.

References
8.1-8.3.

8.3.1 Mandate

e Parts made with a majority of plastics weighing more than 25 grams must be material
coded in accordance with ISO 11469 and ISO 1043-1, -2, -3, -4.

Submit the following to an approved verifier:

e A completed and signed product form (chapter 11.3)

The following infermation-must-beis submitted with-the-applicationto TCO

Development:

e A copy of a verification report from a verifier approved by TCO Development.
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8.3.2 Clarification

Printed wiring board laminates, wires and cables, connectors, electronic components, optical
components, acoustic components, ESD and EMI components are exempted from the
mandate.

If the amount of flame retardant exceeds 1 % by weight, the coding must be complemented in
accordance with ISO 1043-4.

The requirements also apply to plastics in the LCD panel, however, labeling of the light guide
may instead consist of the application of a label in close proximity, for example PLASTIC
LIGHT GUIDE:>p/astic type(s)< or >PLASTIC LIGHT GUIDE:p/astic type(s)<.

Labeling of plate diffuser (not thin plastic film diffuser) must follow the same rules as for the
light guide. The requirement does not cover other thin plastic films in the panel due to
difficulties in labeling these.
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